
You expect a lot from your portal

From daily interactions to yearly events, more and more of your member and provider interactions are taking place online. 
Keeping up with security requirements and leveraging the latest technologies while delivering a modernized, highly 
personalized experience for your end users is a tall order.

H3O Connect, our base platform that allows all our solutions to work seamlessly together, delivers a targeted, action-driven 
online experience to each user, backed by the advanced security and flexible configuration tools that you need. 
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Our signature and touchstone product, H3O Connect is where solutions and stakeholders come together. As the hub 
combining all our products and our portals, this centralized location allows all stakeholders to share in the benefits of 
connection, including seamless interactions, comprehensive communication, superior visibility, and better collaboration 
at all levels within an organization. 

This robust foundation promises infinite possibilities, 
resulting in an exceptionally customized solution 
that provides exponentially better care, outcomes, 
and experiences to best fit the needs for you, your 
members, and your providers. The power of H3O 
Connect allows for unlimited scalability within 
enterprise, providing a digital experience that 
easily accommodates to meet current and future 
organizational needs. 

Our innovative, high-performing technology lowers 
operating costs, increases access, and inspires better 
healthcare outcomes—all while continually evolving to 
help you meet ever-changing business and regulatory 
requirements.

H3O Connect is where we meet and become not just 
great, but exponentially better, together.



Advanced Security
Security is the core of our operations 
and culture. With HITRUST-certified data 
centers, all data is encrypted at rest and 
databases are separated at client level. 
We conduct weekly third-party vulnerability 
scans (NCATS) and security checkpoints 
embedded throughout the SDLC and 
surrounding processes. Our solutions 
include advanced security features such as 
multifactor authentication and 
configurable security ciphers 
and criteria. 

User Management
H3O Connect’s role-based security model 
allows for extensive management of user 
roles and profiles with multiple account 
validation workflow options to enable both 
automated and manual user registration 
processes. Enforced declaratively in both 
the web application and service tiers, these 
advanced security protections allow user 
access managed through roles, access 
control lists, permissions and 
protected data classes. 

Authorized Representative, Guest 
Access and Family Pivot
Extensive roles and profiles functionality 
allows for the creation of an unlimited 
number of user types and the delivery 
of highly secure, highly personalized 
experiences and unique access for 
individuals such as caregivers and future 
members. 

Reporting
Our embedded reporting platform 
supports a variety of scheduled and ad-
hoc reports ranging from portal utilization 
and transactions to patient rosters, ER 
utilization, and gaps in care as well as 
subsets for end-user types such as brokers, 
employers and providers. 

Monitoring & Auditing 
Our audit logs contain all HIPAA-required 
information and saved and stored in the 
Security Information & Event Management 
(SIEM) system at near real-time, accessible 
only to information security personnel, for 
further review and forensics purposes. 
Our SIEM (and other monitoring services) 
alerts us in real-time to security-relevant 
situations.

User Alias
This feature allows a health plan 
representative to see the same view that 
an external user would within the portal, 
supporting real-time troubleshooting 
and training. If desired, a health plan 
representative may take action on behalf 
of the user. All actions within the portal are 
logged as having taken place by the health 
plan representative.

Multi-Language
Our flexible localization model supports 
multi-lingual translations of industry 
appropriate language and terminology 
including data. Our translation 
services approach does not have the 
miscommunication challenges and legal 
risk inherent in the “Google Translate” 
model.

Centralized Delivery for Mobile
A full featured, mobile-optimized version 
of the member portal is available as both 
a mobile site and a mobile application 
branded specifically to the payer. The 
mobile application takes advantage of the 
native phone features, such as notifications 
and geolocation.

User Profiles 
Designed for optimal flexibility, our User 
Profiles allow multiple user subsets under 
each role, allowing payers to configure 
functionality as detailed as they’d like. 
Each profile contains a set of controls used 
to grant access to functionality or data. 
The application security model is granular 
down to individual users and is enforced 
declaratively in both the web application 
and service tiers.
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