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SUCCESS STORY

Stadt Biel
Ville de Bienne

The city of Biel is a medium-sized city in Switzerland. The city administration has around 1,000

employees who work at different locations.

The city did not have a security awareness program. However, since administrations were
increasingly being targeted by hackers and other attackers, the city administration decided to
increase its focus on the topics of security awareness and information security in order to

strengthen its "human firewall".

Analysis as the first step

The city administration had not yet pursued a security
awareness program. This made it impossible for it to
make an objective assessment of the topics and areas
of information security about which employees already
had good knowledge, and where they needed more
training. The first step was to change this. However, the
city of Biel did not have the necessary knowhow
internally. So, it decided to investigate further with an
external provider.

A first assessment was carried out together with
TreeSolution Consulting (TSC). With the Awareness
Success Elevator™ (ASE), on the one hand, the current
situation was recorded, and, on the other hand, possible
actions were indicated for improving the current
situation and achieving a higher level of maturity.

Key facts

People: 1,000 employees
Languages: German, French
Regions: Biel, Switzerland
Sector: Administration

Awareness topics: Analysis with the Awareness

Success Elevator™ (ASE)

Content of the analysis

The analysis presented the current situation based on

5 areas. It showed the level of maturity of the
administration. The areas in which the city was already
well positioned became clear, but also the ones in which
improvement measures should be implemented to
achieve a higher maturity level. To this end, possible
measures were suggested in the analysis for each of the
areas.

Setting the goal

The goal for the city of Biel is to use the knowledge
gained to develop a strategy and suitable
implementation measures for the next few years to
increase the maturity level and strengthen its "human
firewall".
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The following recommendations were made by TSC:

Create an overview with all the guidelines.

Communicate regularly on the status of current
security awareness. This promotes interest in the
topic and knowledge among employees.

Define the training orientation by target group and
topic.

Collect the most important indicators of awareness
regularly.

Create a medium-term and long-term roadmap
with points that should be implemented and
incorporated in order to reach further levels in the
maturity model.

Identify relevant stakeholders and target groups,
together with the most important behavioral goals
per target group.

Create an overview of possible metrics and
information regarding human resources.

Thanks to this analysis, the city of Biel now has a good
starting position from which to develop a strategy for
further awareness measures. It also has a list of possible
indicators (KPIs) that it can use for evidence of required
training. Thanks to the knowledge gained about target
groups and topics, specific training courses can also be
offered in addition to group-wide basic training. This
builds and strengthens the information security culture,
which leads to increased security through the “human
firewall”

“The analysis with the Awareness Success Elevator™ gave us clarity about our security
awareness and security culture. We now have the tools in hand to define a clear strategy
and develop a roadmap for training actions. We at the city of Biel now know which KPlIs
we need to measure, and which target groups and topics should be trained.”

Yannick Moutcho

Chief Information Security Officer, City of Biel

The next steps

After the analysis with the Awareness Success Elevator™, the city of Biel decided to O E/
become a member of the Security Awareness Club and thereby gain access to
extensive training material. This will be used to train employees with security E/

awareness campaigns in the coming years. A first campaign has already been

carried out.
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TreeSolution Consulting GmbH

At TreeSolution, we know that the organization-wide
implementation of truly effective information security
must be people-centric. To ensure your information
security gets where you need it, our activities are not just
limited to technology, but above all involve people, work
processes and policies. Because even the world's best
technical processes only work if the people who operate
them have the right security awareness, behavior, and
knowledge.

TreeSolution Consulting GmbH
+41 3175102 21
info@treesolution.com
www.treesolution.com

2022 TreeSolution Consulting GmbH. All rights reserved.

Security Awareness Radar® is a registered trademark of Dr. Thomas Schlienger.
Publication or copying, even just excerpts, is prohibited without the author's permission.

Our solutions are based on real information, clear facts,
and years of careful research. In order for you to have
absolute confidence in what we do, we have checked and
validated every part of our solutions in our catalogue.
What sets us apart is our specific focus on people in
information security.
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