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 2. Abstract 

Combining functional and parametric monitoring of the real-world behavior of complex SoCs provides a powerful 
new	approach	that	facilitates	performance	optimization	during	development	and	in	the	field,	improves	security	and	
safety,	and	enables	predictive	maintenance	to	prevent	field	failures.	proteanTecs’	Universal	Chip	Telemetry	(UCT)	and	
Siemens’	Tessent	Embedded	Analytics	are	complementary	technologies	that	enable	just	such	an	approach,	informed	
by Deep Data.

Examples based on ADAS and autonomous driving systems demonstrate how the two systems interact to shine a light 
on even the most complex problems in electronics design, production and deployment.

  3.  Introduction

As our world becomes more reliant on increasingly complex electronic devices, winding their way ever deeper into our 
daily lives, the ability to monitor and optimize their safety, reliability and performance becomes essential. Leveraging 
new data-centric technologies to gather, and act upon, rich, meaningful information about the characteristics and 
behavior of the systems, enables the needed industry scale to meet modern demands.

By non-intrusively monitoring vital parameters and functions in advanced SoCs, deep data is obtained to provide 
visibility	of	the	systems’	performance	throughout	their	lifetime.		This	requires	an	infrastructure	that	allows	the	gathering	
of pertinent deep data, generated throughout the entire silicon lifecycle; and the ability to process and analyze that 
data to produce meaningful information. 

Information	gathered	in	the	design	and	realization	phases	of	the	product’s	life	can	be	fed	forward	to	provide	predictive	
insights	once	the	device	is	in	operation.	Information	gathered	in	the	field	can	be	fed	back	to	design	and	testing	phases	
to	drive	continuous	improvement.	This	new	approach	addresses	key	semiconductor	industry	pain	points	including	
design sensitivities, software and hardware bugs, device early-failure and wear-out, functional safety, and malicious 
attacks.	It	offers	radical	improvements	in	time-to-revenue	and	product	quality	and	safety,	while	increasing	reliability	
and	enabling	predictive	maintenance	strategies	that	can	prevent	field	failures.

This paper outlines a new approach to performance monitoring and optimization of advanced electronics based on 
multi-layer deep data. The embedded capabilities of Tessent® Embedded Analytics by Siemens Digital Industries 
Software and Proteus™ Universal Chip Telemetry from proteanTecs create a powerful combination that allows 
electronics	manufacturers	and	service	providers	to	address	those	key	pain	points.	
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 3.1 Challenges of advanced electronics

Management	of	performance	in	electronics	is	one	of	the	key	semiconductor	engineering	concerns,	especially	when	
dealing	with	complex	SoCs	which	contain	many	functional	blocks	and	subsystems,	which	may	be	subject	to	challenging	
environmental conditions.

The	need	to	optimize	performance	is	growing,	partly	because	the	term	‘performance’	is	now	seen	as	a	multi-dimensional	
concept.	Of	course,	it	encompasses	traditional	requirements		such	as	attainable	clock	speed	and	(active	and	sleep-mode)	
power	consumption,	but	increasingly,	engineers	are	asking	themselves	deeper	questions.	Is	the	device	functionally	fit	
for its intended purpose? Can it run a little faster? Or deliver results with less latency? How does its behavior change 
over	time?		Is	it	operating	safely	and	securely?	Are	‘outlier’	events	having	an	impact?

Just as the concept of performance is becoming more complex, the steady march of technological innovation in 
semiconductors	is	making	systems	themselves	more	complex.	This	is	true	at	all	levels	–	die,	IC,	board	and	package.	
Today’s	devices	contain	up	to	billions	of	transistors	and	integrate	a	wide	variety	of	previously	discrete	components	and	
independent	systems.	Packaging	complexity	is	also	growing,	with	3D	and	heterogeneous	options	including	system-in-
package	(SIP),	multi-chip	module	(MCM),	stacked	die,	through-silicon	via	(TSV)	and	copper	wire.	

All	of	these	advancements	lead	to	more	complex	trade-offs	between	power,	frequency,	quality	and	reliability.	Lack	
of	visibility	and	scarce	confidence	in	guard-bands	lead	to	elevated	uncertainties,	both	at	test	and	in	mission-mode.	
Furthermore, environmental effects and the effects of the application on the device performance may have a negative 
impact	while	the	system	is	operating	in	the	field.

And this is before we consider the increasing importance of software, and the need to analyze how hardware and 
software	are	interacting.	Research	in	this	area	has	shown	that	testing	and	bring-up	of	software	can	take	between	50-
75% of the total development time (and therefore cost) of a complex SoC.

These technical factors have implications for what we can rightly view as the commercial aspects of performance 
optimization.	Even	the	most	perfect	feat	of	engineering	can	be	rendered	futile	if	development	takes	too	long	and	the	
market	window	is	missed:	or	if	the	required	engineering	effort	means	that	the	product	cannot	be	delivered	at	the	right	
price.	Cost	and	time-to-market	are	key.

 3.2 The test and monitoring realm

Even with a variety and multiplicity of tests under a range of electrical and environmental conditions, the industry is 
still	lacking	methods	and	tools	that	provide	visibility	into	all	aspects	of	performance.	Best-known-methods	(BKMs)	
lack	correlation	between	test	stages	at	Automatic	Test	Equipment	(ATE);	between	performance	in	real	applications;	
and between different environments. Furthermore, testing against real applications may stress the chips and the 
systems	they	are	embedded	in	-	in	different	ways.	Yet	another	limitation	is	the	lack	of	visibility	to	conduct	data-driven	
performance	tuning	for	different	applications	in	a	real	system	and	set	the	correct	guard-bands	for	in-field	operation.

The challenges are even greater after deployment. There is currently no comprehensive predictive maintenance 
solution that monitors the performance and health of the devices and embedded systems while in operation. It is also 
increasingly	common	for	systems	to	be	updated	in	the	field.	This	may	be	done	to	configure	or	enhance	functionality;	
to	fix	bugs;	or	to	resist	existing	or	newly-emerged	security	threats.	It	may	not	have	been	possible	to	test	in	the	lab	all	
of these changes on the system in question. This further calls for the ability to non-intrusively monitor performance 
in	the	field	to	ensure	the	system	is	safe	and	secure.



Figure 1: Proteus cloud-based analytics 

 4. Performance monitoring techniques based on Deep Data

This section introduces the concept behind Deep Data monitoring technologies and outlines two distinct approaches, 
each	tracking	different	‘layers’	of	the	SoC:	parametric	monitoring	based	on	Proteus™	Universal	Chip	Telemetry™	
(UCT), and functional monitoring based on Tessent® Embedded Analytics. Together, they form a compelling and 
comprehensive	solution	for	performance	monitoring	and	optimization,	in	production	and	in	the	field.

 4.1 Parametric performance monitoring based on Proteus™ Universal Chip Telemetry (UCT)

Deep	Data	based	on	proteanTecs’	UCT	provides	parametric	visibility	of	the	SoC,	from	design	to	field.	An	SoC’s	parametric	
performance is represented by its margins to failure under different applicative and environmental conditions as well 
as its sensitivity to changes in these. These can be monitored and optimized during bring-up, volume manufacturing, 
system integration and during operation in mission-mode.

The	SoC’s	performance	during	manufacturing	testing	may	vary	due	to	a	number	of	factors,	including	design	effects	and	
sensitivities,	material	variability,	and	operational	effects.	Performance	in	a	system	may	fluctuate	due	to	environmental	
changes,	operational	conditions,	or	logic-events	driven	by	the	SW-HW	interaction	that	creates	stress	in	specific	chip	
areas.	Variations	can	also	be	caused	due	to	malfunction	or	unexpected	behavior	of	supporting	components,	such	as	
the	power	supply	and	clock	generators.

proteanTecs’	deep	data	software,	Proteus™	is	a	cloud-based	analytics	platform	that	applies	machine	learning	algorithms	
to measurements extracted from on-chip embedded UCT 'Agents' (custom, design-tailored monitoring circuits), 
strategically	placed	during	design	to	monitor	the	chip’s	behavior,	sensitivities	and	marginalities	at	test	and	in	mission-
mode. Proteus also provides “edge” capabilities.
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The Proteus UCT Agents are digital, low-footprint IPs, embedded throughout the IC to provide a widespread, high 
resolution picture of its vital parameters at every stage, without impact on power, performance and area (PPA). 
They operate at the physical layer and offer non-intrusive visibility across all levels of material, including systems, 
boards,	lots,	wafers,	dies,	or	specific	blocks	inside	the	hosting	chip.	The	Agents	monitor	circuits,	in	mission-mode,	in	
the IC and the system it is embedded in at very high coverage, exposing essential, critical, deep data. They monitor 
the	IC	and	its	surroundings	at	every	stage,	from	design	through	production,	system	integration	and	field	operation.	

There are four Proteus UCT Agent categories: 

•	 Performance	and	Performance	Degradation	Monitoring	Agents	 -	monitor	performance	fluctuations	and	 
 degradation patterns, of millions of paths inside the chip, and the actual remaining margin for each

•	 Profiling	and	Classification	Agents	–	profile	and	classify	each	and	all	dies	and	parts	of	the	dies

•	 Operational	Monitoring	Agents	–	monitor	environmental	and	operational	effects

•	 Interconnect	Performance	and	Degradation	Monitoring	Agents	–	monitor	the	connectivity	signal	performance	 
	 and	performance	degradation	in	advanced	heterogeneous	packaging

The UCT Agents perform during normal system operation, without the need to enter test-mode. 

Proteus extracts, monitors and correlates past, present and (predicted) future information on the electronic system to 
report	on	its	health	and	performance.	During	test	and	qualification,	chip	and	system	vendors	can	reduce	defective	parts	
per	million	(DPPM)	by	10x,	track	and	improve	performance,	and	significantly	shorten	time-to-market.	Once	deployed	
in	the	field,	service	providers	are	provided	with	predictive	maintenance	alerts	which	can	lower	maintenance	costs,	
reduce	return-material	authorizations	(RMAs),	optimize	fleet	management	and	extend	product	lifetime.	Chip	designers	
and	system	vendors	can	be	provided	with	feedback	from	the	field	for	continuous	improvement.

Figure 2: UCT Agents embedded in an SoC
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   4.2 Logic-event driven performance monitoring based on Tessent® Embedded Analytics

Tessent Embedded Analytics (EA) provides a system-wide view of the functional operation of an SoC to help analyze 
interactions	between	different	hardware	blocks,	or	between	hardware	and	software.	It	does	this	by	non-intrusively	
extracting data at the level of bus transactions, CPU instructions and register states, signal data and other transactions, 
to	build	a	high-level	view	of	the	chip’s	operation.

Embedded Analytics helps deal with the systemic complexity of large SoCs, providing intimate visibility of the real-
world	behavior	of	entire	systems.	The	ultimate	benefits	include:

•  Faster	time-to-market
•  Lower development cost
•  Robustness against malicious intrusions
•  Enhanced product safety
•  Reduced system power consumption
•  Better	performance	overall,	including	fine-tuning	of	end	products	even	after	they	are	deployed	in	the	field

Just as proteanTecs UCT Agents are deployed on-chip to monitor physical level parameters, so the basis of the 
Embedded Analytics portfolio is a set of hardware introspection monitors which gather data on the functional operation 
of	the	blocks	on	the	device,	and	the	system	as	a	whole.	As	with	UCT	Agents,	there	is	no	need	to	put	the	device	into	
test mode in order to derive the functional data. Embedded Analytics monitors capture the real-world behavior of the 
device	–	meaning	they	can	be	used	in	development,	bring-up	and	in	mission	mode.
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Modern	systems	are	complex	in	nature	–	built	up	from	SoCs	containing	many	heterogeneous	computational	elements,	
different types of interconnects and many hardware accelerators. The software executing in the system is complex 
and	is	usually	developed	by	teams	who	are	geographically	dispersed.	Systems	like	these	will	invariably	have	issues	
which will manifest themselves in a number of quite complex ways: for example the case of long tail latencies, in which 
rare	‘outlier’	events	define	the	performance	of	the	system	overall.	These	and	other	issues	may	not	manifest	until	the	
product	is	in	deployment	where	the	real	world	workloads	and	data	flows	appear.

Embedded Analytics is explicitly designed to deal with such complexity. For example, it includes transaction-aware 
Bus and NoC Monitors, which can analyze not only the behavior of the interconnect, but also interactions on the 
interconnect	between	blocks.	This	is	a	powerful	tool	for	gaining	insights	both	during	the	development	process	and	
after deployment. The infrastructure also includes a dedicated messaging fabric to faciliate the non-intrusive transfer 
of data, generated by the monitors, across the SoC and to allow cross triggering between different monitors.

To understand the capabilities of Embedded Analytics, it is informative to consider an example system in one of the 
most rapidly evolving areas of SoC development: ADAS subsystems for adaptive cruise control, driver monitoring, lane 
departure warning and collision avoidance. These employ an array of cameras, LiDAR, radar and ultrasound sensors. 
In addition, they contain sophisticated systems that process the data from the sensors, and systems that control 
electromechanical	actuators	in	the	vehicle	to	perform	automated	steering	and	braking.

Figure 4: Centralized ADAS system with Tessent EA 
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Figure 4	shows	a	high-level	block	diagram	of	a	centralized	ADAS	SoC.	It	incorporates	various	processing	elements,	
hardware accelerators and DSPs. The LiDAR system relies on an analog array which is unstable and requires resetting 
and recalibration every few hundred milliseconds, or even more regularly if parameters change on-silicon. Every time 
the	LiDAR	system	is	reset	for	calibrating,	Logic	BIST	may	also	be	run	and	on-chip	monitors	track	stability,	temperature,	
voltage etc.

Such systems have many things happening at once and many of these may be dependent on each other. There are strict 
timing	deadlines	to	be	met,	otherwise	the	whole	system	may	fail.	It	is	very	difficult	–	and	in	some	cases	impossible	–	to	
identify	and	diagnose	such	problems	in	the	lab.	The	situation	is	further	complicated	because	systems	like	these	are	
routinely	updated	over-the-air:	industry	standards	are	evolving	rapidly,	and	so	must	the	firmware.

The Embedded Analytics introspection monitors (some of which are shown in light green in Figure 4) can be used to 
assess	how	the	well	the	ADAS	SoC	is	operating.	These	monitors	are	runtime	configurable	and	provide	rich	data	which	
can be used by analysis tools to provide insight into the issues that may be observed.

For	example,	the	AXI	Bus	Monitors	are	protocol	aware	and	transaction	aware.	They	can	be	configured	at	runtime	to	
provide	numerous	items	of	information	–	for	example	latency	of	the	transactions;	minimum/maximum/average	latency	
of transactions; bandwidth; duration of transactions; counting and timing.

If	the	monitor	connected	to	the	Vision/LiDAR	subsystem	is	configured	to	provide	information	on	the	instruction	cache	
traffic,	a	set	of	charts	such	as	that	shown	in	Figure 5 can be produced.

Figure 5: iCache stats for Bare Metal CPUs
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  5. Deep data performance monitoring in automotive    

 5.1 Challenges in ADAS performance monitoring  

ADAS applications not only require high performance on the target SoC, but also have stringent real-time processing 
requirements on various hardware sub-systems of the SoC. 

These	graphs	give	an	intuitive	indication	of	a	number	of	quite	complex	aspects	of	the	system’s	behavior:

•  The deviation of duration of transaction is large. The average cache-miss duration is around 50 cycles, whereas  
	 	 the	maximum	is	around	300	cycles.	It	is	this	maximum	that	will	define	the	worst-case	response	of	the	system.	 
	 	 As	such	it	may	cause	‘Long	Tail’	problems.	The	long	transaction	duration	may	be	due	to	any	combination	of	a	 
  number of factors, for example: competition for access to the NoC; QoS issues within the NoC; and competition  
  for shared resources such as the memory. By using other monitors around the system to provide access  
	 	 characteristics	for	iCache	traffic,	it	is	possible	to	root	cause	the	issues.

•  The branch predictor behavior should be investigated. The pie-chart suggests that the predictor is mis-predicting  
  around 8% of the time. It may be that the system software engineers could provide better hints to the predictor,  
  thereby improving the performance of the whole system.

•  Placement	of	code	should	be	 investigated.	The	firmware	 is	subject	to	 iCache	misses	12%	of	the	time.	 It	 is	 
	 	 possible	to	change	the	placement	of	code	 in	memory	to	attempt	to	reduce	these	misses	–	remember	the	 
	 	 monitor	is	providing	the	data	non-intrusively,	so	the	code’s	performance	can	be	compared	to	previous	releases.

The Embedded Analytics approach to system optimization is powerful: although the example here focuses on an 
automotive application, the technology is applicable in a broad range of performance-critical sectors, including high-
performance computing, datacenters, storage and AI processors.

Figure 6: A typical sensor setup for NCAP-2025 ADAS functions and typical SoC components
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A typical front camera-based Euro NCAP-2025 (European New Car Assessment Programme) safety function processes 
up	to	8	MPix	of	input	image	stream	at	30	fps.	For	safety-critical	NCAP	functions	like	automated	emergency	braking	
(AEB),	the	SoC	first	needs	to	process	image	conversion	and	correction	algorithms.	Then	the	software	function	stack	
must	process	state-of-the-art	convolutional	neural	networks	algorithms	for	object	detection	and	segmentation,	and	
compute-intensive classical computer vision functions for distance estimation. Finally, the safety critical vehicle control 
functions are executed on the safety CPU before transmitting the actuation signals over the CAN interfaces. When 
designing	a	HW-SW	ECU	system,	the	designer	needs	to	minimize	power/energy	consumption,	while	also	optimizing	
runtime	performance.	For	long-term	reliability,	these	ECUs	must	fulfill	the	10,000+	hours	of	mission	profiles	of	reliable	
operation under the required automotive grade temperature ranges.

 5.2  Use Case I: Performance tuning at system bring-up

When running an application on multiple cores it is essential to optimize the load balancing between the cores to 
truly	benefit	from	the	advantages	of	such	an	architectural	choice,	and	to	maximize	performance.	Performance	may	
be impeded by a variety of causes at the circuit parametric level; overstressing may cause circuit signal propagation 
to be delayed leading to failed timing constraints, which is the minimum requirement for synchronous digital circuits.

By running the same suite of Proteus UCT Agents in each processor, located at precisely the same position in each 
processor, it is possible to comprehensively monitor a high proportion of the digital circuit performance. In addition 
to monitoring millions of such paths, the UCT Agents can also monitor the cumulative stress experienced by each 
processor, where stress is a function of usage, frequency, voltage and temperature, as well as the effects of this stress 
on	the	clock	and	power	integrity.	These	measurements	may	be	read	out	digitally,	and	analyzed	with	an	intelligent	
analytics software, which can fuse all of the readouts to provide high-level insights.

Figure 7: UCT Agents embedded in the different SoC blocks
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For example, using the system shown in Figure 7, the four vision and LiDAR subsystem DSPs are embedded with a 
tailored	suite	of	UCT	Agents,	in	which	each	Agent	type	is	responsible	for	tracking	a	different	electrical	performance	
aspect of the DSP circuitry. When running a target application in this multi-DSP environment, each DSP will be stressed 
in a different manner. 

Figure 8: SW impact on HW performance

The	next	step	in	this	investigation	would	be	to	learn	what	digital	activity	was	actually	taking	place	on	each	DSP,	so	that	
insightful corrective action may be concluded. Using Embedded Analytics:

•  Monitors	can	gauge/pinpoint	which	activity	is	causing	the	stress	at	the	specific	points	identified	by	the	UCT	Agents

•		 Alternative	implementations	may	be	tested	to	check	that	these	are	no	longer	“performance	hotspots”

•		 After	adequate	logic-level	analysis,	it	is	possible	to	revert	to	Proteus	and	check	the	physical	parametric	response	 
  of the alternative

The next step after understanding what has caused the imbalance in the DSP loads (and how) is to compare different 
alternative	versions	of	the	application	to	understand	which	would	be	optimal.	Once	again,	referring	back	to	the	UCT	
Agents, per application, we get a spatial map of performance as well as a measurement of the experienced stress that 
can	explain	the	differences.	This	provides	a	non-biased,	circuit	level	benchmark	to	converge	on	the	optimal	solution.	

In Figure 9 below, we see that Application Alternative 3 (same functionality, different implementation of the application) 
exhibits	more	balance.	It	is	at	less	risk	of	performance	dips	that	may	endanger	the	digital	functionality	and	exhibits	higher	
performance guard-band in face of environmental changes, application stress and possible degradation over time. 

As shown in Figure 8,	Proteus	reveals	how	the	red-marked	core	is	experiencing	local	increases	in	circuit	delay	latency	
for a multitude of the millions of real paths monitored, while in the same position in other DSPs, the delay does not 
seem as extreme. This may indicate that the application components are not distributed evenly enough across the 
compute	elements.	In	addition,	the	stress	measured	in	the	red-marked	core	corroborates	this	suspicion	since	it	shows	
elevated stress levels when compared to the other DSPs.
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Another approach in	determining	the	optimal	solution	for	the	above	use	case	would	be	to	first	observe	the	transactional	
and functional behavior of the system using Tessent Embedded Analytics, and then, based on the insights gained, 
continue the analysis using Proteus UCT to complete the picture.

Figure 9: Impact of application alternatives on HW performance

Figure 10: Instruction Cache misses
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In Figure 10,	it	can	be	seen	that	CPUs	1	and	2	have	a	large	number	of	cache	misses.	These	will	cause	more	traffic	onto	the	
interconnect and to the memory, which will in turn will have an impact on the performance these two CPUs can achieve.

The set of plots presented in Figure 11 shows the thread switching behavior of the software executing on the four CPUs. 
It can be seen that CPUs 1 and 2 experience much more switching, which may explain why the cache miss behavior is 
large	on	those	two	CPUs.	The	red	diamonds	signify	threads	that	have	over-run	their	timing	budget,	i.e.	they	are	taking	
longer	than	they	should	to	execute	the	tasks.

Figure 11: Thread switching

Figure 12:  Number of instructions executed in window samples



The number of instructions that are being executed by the CPUs can be extracted by one of the Embedded Analytics 
modules and forwarded to the analytics software, as shown in Figure 12. This data in conjunction with other 
transactional	data,	such	as	cache	miss	and	bus	traffic,	can	be	correlated	with	the	data	from	the	UCT	Agents	to	determine	
for example the reasons why the CPI rate for CPUs 1 and 2 is so high.

The two monitoring systems are capable of triggering each other. For example, when the Embedded Analytics modules 
detect excessive activity such as a high number of transactions from the CPUs on to the interconnect, they can trigger 
the	UCT	Agents	to	start	recording	parametric	data	in	order	to	make	the	correlation	more	focused.	Or,	indeed	the	UCT	
Agents may trigger the Embedded Analytics when certain conditions are being detected. 

	 5.3	Use	Case	II:	Performance	issues	over	time	and	in-field	debugging

Multi-layer deep data using Proteus UCT and Tessent Embedded Analytics helps ECU platform architects and software 
integration teams to detect potential on-road system failures in advance. Typical front camera functions are required to 
process	up	to	240	MPix/s.	This	amount	of	data	processing	requires	a	high	number	of	memory	transactions	to	internal	
memories as well as external DRAM. This sensor data is continuously processed by ADAS software applications running 
on heterogeneous processing engines of an SoC, such as CPUs, RT-CPUs, DSPs, and GPUs. These ADAS applications, 
requiring tera-operations per second of processing and gigabytes of memory transactions, must function properly 
for	10+	years	of	operational	life	under	automotive-grade	conditions.	Because	of	the	criticality	of	potential	human-
associated safety hazards of these ADAS applications, proper software and SoC operations are monitored by various 
functional safety mechanisms. 

During	in-field	operation	of	the	vehicle,	after	a	certain	lifetime,	SoCs	start	showing	silicon	aging	effects	due	to	a	number	
of	well-known	solid-state	phenomena,	which	may	also	be	increased	by	high	lifetime	acceleration	and/or	latent	defects.	
UCT Agents can be used to monitor path delay degradation of millions of paths. Based on this continuous monitoring, 
Proteus can predict potential system failures, and provide actionable insights before a complete system failure.

Figure 13a	below		shows	an	application	data	flow	for	a	sample	automotive	application.	Here	the	Computer	Vision	
(CV)	function	tasks	CV:Edge	detection	and	CV:Distance	estimation	are	mapped	to	CPU0	and	CPU1	respectively,	and	
high-activity safety critical decision functions are mapped to RT-CPU0 (real time safety CPU). 

Figure 13b  shows the same SoC, but this time in a physical layout. Embedded UCT Agents monitor the timing margin 
to the operating frequency, of millions of active circuits. They present a spatial mapping of the circuit “performance” 
throughout the SoC, where “red zones” indicate timing margins dangerously close to the threshold of not meeting the 
requirements necessary for correct digital function. 
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When	monitored	over	time,	Proteus	shows	the	different	circuits’	performance	degradation	and	fluctuation.	Figure 14 
shows mapping of such degradation. Based on this trend, Proteus runs prediction algorithms to predict time to failure 
(red dotted line), under the same environment and stress conditions of the circuits.
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Figure 13: Dataflow of a typical NCAP25 ADAS application, corresponding HW-SW mapping, and the “performance 
heatmap” generated by Proteus showing margin fluctuation or degradation because of stress overhead

Figure 13b

Figure 13a

Figure 14: Degradation of margin as monitored by Proteus (a) predicts potential failures much before they actually 
occur; (b) provides insights for preventive actions (i.e. SW updates), resulting in prolonged device lifetime
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This degradation is caused by multiple factors, such as usage rate, temperature, and voltage. UCT Agents can also gauge 
the	level	of	such	stress,	aggregated	as	one	measure	of	“workload”.	Proteus	can	identify	that	a	certain	SoC	is	expected	
to fail earlier than others and even identify an increased applied stress (e.g. toggle rate) as a possible explanation.

In	order	to	mitigate	this	unbalanced	performance	degradation,	it	is	perhaps	necessary	to	change	the	software	profile/
load	balancing.	To	understand	exactly	what	can	or	must	be	rectified,	there	needs	to	be	a	more	concrete	indication	of	
what exactly is causing the increased stress, that is leading to the more rapid degradation. 

Here the Embedded Analytics monitors will non-intrusively monitor the transaction type activity and detect that there 
was an increase in activity that could lead to this degradation. Software can then be updated over the air to shift, some 
of the activity to another part of the SoC.

Once the new software is running, Proteus, based on UCT, will again monitor the timing margins and stress level. In 
Figure 14,	it	can	be	seen	that	the	stress	level	has	indeed	decreased,	which	is	the	first	indicator	for	resolution	of	the	
earlier	observations.	Timing	margins	will	continuously	be	monitored	(as	before)	together	with	the	functional/transaction	
monitoring	and	after	enough	time	samples	are	collected,	the	predictive	algorithms	can	confirm	that	the	time	to	failure	
is indeed leveled with the other parts of the SoC.

   6. Conclusion

The	electronics	industry	today	faces	a	“perfect	storm”	of	factors	influencing	its	development.	Technology	continues	
to pervade more and more of our everyday lives; and increasingly system failures are not merely inconvenient, but 
safety-critical	–	autonomous	driving	being	a	high-profile	example.	Simultaneously,	time-to-market	and	development	
cost are increasingly important.

Even as the industry adapts to this progression, rising technical complexity presents both a challenge and an 
opportunity.	On	the	challenge	side,	developing	and	deploying	today’s	powerful	SoCs	requires	new	data-driven	strategies	
to	provide	insight	into	every	aspect	of	a	product’s	performance.	In	terms	of	the	positives,	harnessing	complexity	will	
allow us to create products and implement functions previously undreamed-of.

The	changes,	challenges	and	opportunities	are	not	confined	to	the	development	cycle:	the	post-deployment	landscape	
is	also	changing	rapidly.	In	particular,	electronics	needs	protection	against	malicious	intrusions	–	cybersecurity	is	now	
a	top	priority	for	manufacturers.	Systems	are	also	subject	to	stress	resulting	in	significant	performance	degradation	
over	time	–	requiring	in-life	failure	monitoring	and	predictive	maintenance	strategies.	Products	are	often	configurable	
or	upgradeable	in	the	field,	creating	a	need	to	ensure	they	remain	performant	and	safe	even	after	changes	are	made	
to	the	configuration.

In	this	changing	world	of	SoC	design	and	development,	information	is	key.	Functional	and	parametric	performance	
monitoring therefore needs to be considered as an intrinsic part of the architecture of any chip. Alongside monitoring 
hardware, sophisticated new data science techniques are required to turn high volumes of data into meaningful 
information. 

This	information-driven	approach	represents	a	new	paradigm,	allowing	the	management	of	all	aspects	of	an	SoC’s	
performance	through	its	entire	lifecycle	–	from	conception,	through	deployment,	and	even	to	obsolescence.	Such	
deep-data	monitoring	strategies	will	become	the	key	to	success	in	the	rapidly	developing	semiconductor	industry	of	
the 21st Century.
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