
Defending a CBTC Signaling 
System with CylusOne

Case Study

Large Urban Public Transport Authority in APAC

•  Gaining visibility and control over a safety-critical system, 
which interconnects with various OT and IT systems

•  Protecting against cyber threats and improving 
continuity risks, without affecting the safety-case of 
the signaling system

•  Complying with regulatory requirements based on 
IEC 62443-3-3 and internal methodologies

Customer

Leading signaling provider
System integrator

CylusOne Cybersecurity Platform for CBTC 
Solution

Challenges

•  100% rail-focused, patented machine-learning 
technology protecting proprietary Rail, OT and IT 
systems from cyber-attacks

•  Virtual segmentation into zones and conduits 
according to Security Levels

•  Non-intrusive solution, that doesn’t affect the safety-case 
and doesn’t impact the performance of the CBTC network

Why CylusOne?

•  Improved visibility of thousands of field elements and 
sub-systems through hierarchical and geolocation views

•  Achieving cyber resilience and complying with regulatory 
requirements while reducing the overall security spending

•  No impact on the overall CBTC delivery schedule with 
the flexibility to protect future technologies, line 
sections and stations

Benefits

About the Customer
The client is a Public Transport Operator that
implements a Communication-Based Train Control (CBTC) 
System in turnkey-mode, to manage a fleet of urban 
vehicles on segregated lanes.

The Existing Environment
The customer is building a new high-capacity urban 
line that is fully segregated from other transport 
modes. The procurement process has driven the client 
to sub-contract the biggest lots (i.e., civil, rolling stock, 
signaling, and telecom) in different turnkey packages, 
based on independent delivery schedules. To reduce 
costs, optimize the train flow management, and 
increase the transport capacity, the client has selected 
a CBTC technology. The signaling provider’s challenge 
is integrating to its CBTC network composed of various 
sub-systems (i.e., ATO, ATP, ATS, CBI), third-party 
sub-systems (i.e., power and facility SCADA, NOC, 
Traffic Light Control, PIS, external network link, etc.) 
running on the OT network and supplied by other 
vendors. Furthermore, the dataflow between 
thousands of field elements and their computer-based 
interlocking running on the active and redundant 
networks must be visualized within the Operational 
Control and Signaling Control Centers to flag up any 
abnormal behaviors. 

The customer was looking for a cyber security solution 
that would help them comply with IEC 62443-3-3 
fundamental requirements, as part of the EN 
50129:2018 Safety Standard. 

In addition, the solution should be easily integrated on 
top of their existing CBTC systems and approved for 
both Safety & Security.



The Challenges
The latest wave of cyber-attacks had raised the cybersecurity issue to the top priorities of the Public Transport 
Operator. Moreover, the recent attacks on OT systems had convinced the Country’s cybersecurity authority that 
urban transport needed to upscale its protection measures, especially in areas that dealt with passenger safety. 
However, the signaling integrator was already well engaged in its detailed design phase and wasn’t willing to 
change its architecture, for cost and time reasons.

Safety is embedded in railway standards, practices, and technical requirements. In rail operations, the 
highest Safety Integrated Level (i.e., SIL 4) is required. CBTC integrators must prove through a formal 
methodology integrated in a safety-case, that for any operational condition, all hazards have been taken 
care of in a safe manner. However, a security breach may jeopardize safety conditions, create unsafe 
conditions incompatible with SIL 4 requirements. 

Safety

In a highly distributed environment, the classic IT play of using a Network Asset Control (NAC) solution 
isn’t practical, as applying rules governing communications between hundreds of assets is extremely 
difficult, and in most cases even not possible due to lack of support in legacy systems.

Network Access Control

80% of the CBTC traffic is based on proprietary protocols over unencrypted traffic. In addition, the 
dataflow is highly vulnerable to spoofing and replay attacks due to poor authentication mechanisms.

Security Deficiencies 

With so many attacks going on, homologation bodies are increasingly reluctant to approve a SIL 4 
safety-case that doesn’t provide comprehensive security protection. Thus, these organizations are 
already adopting IEC-62443 requirements which adds governing rules on how to manage cybersecurity 
for rail systems and interconnections between safety and security.

Regulatory Compliance

In the CBTC network, the communication is heavily based on proprietary communications protocols. 
Messages to the different components are sent through multicast over IP and each component refers to 
the messages intended for it. Such mechanism makes segmentation extremely difficult as all messages 
are spread all over the network. Firewalls are inefficient in this environment as they deal only with the 
lower network layers and not with the application layer of the proprietary CBTC.

Network Segmentation 

Below are the main challenges raised for this project:



The Solution
After preliminary discussions with Cylus on an architectural framework that could meet the challenges and 
requirements, the signaling integrator presented to the client a defense-in-depth protection relying on CylusOne 
Rail-focused Security Platform. After several technical talks between the stakeholders, both the client and the 
National cybersecurity authority approved the solution.

Implementation of CylusOne was done by applying only passive capturing methods and without interfering with 
operational or safety mechanisms, all traffic is mirrored non-intrusively and sent, via an encrypted channel, to Cylus’ 
real-time analytics engine, on-premises. Capturing the data in this manner allows to continuously update the system 
and utilize advanced cybersecurity algorithms including patented ML engines.

To make the most of CylusOne’s unique capabilities to support the client’s security approach to network design, 
without making time-consuming and expensive redesign decisions, the signaling integrator relies on Cylus’ 
professional team offering a blend of system integration, railway, and cyber expertise:

•  Experienced technical experts who understand the railway specificities and support the system integrator in its 
discussion with the client and national cybersecurity Authority. 

•  Solution engineers that provided valuable insights on how CylusOne could enhance the original architectural 
framework and compensate for vulnerabilities originating from initial technical or commercial choices.

•  Complete pack of manuals, documents, and training enabling a quick onboarding of the client’s cybersecurity team.

•  Scalable solution, which entails a progressive deployment of CylusOne according to the introduction of additional 
line sections with their new passenger stations.



A CBTC system must meet the most stringent safety requirements (i.e., SIL 4). To ensure that all hazards have been 
taken care of in a safe manner, Public Transport Operators require that the signaling integrator provides a safety-case, 
which must be approved by a homologation body. However, cybersecurity attacks are likely to impact safety, 
potentially putting the life of people in danger. Increasingly, these bodies require that the rules governing the interaction 
between safety and security specified in TS-50701 are taken care of. CylusOne deals with these rules, including the 
mandatory network segmentation in security zones and conduits according to the different security levels. CylusOne 
does it even in multicast & broadcast environments, considering all of the protocols and network layers.

Network partitioning

With its auto-discovery functionality, the client was 
able to identify all assets within hours, not solely by 
their IP address but with contextual data (e.g., 
equipment type, layer understanding, etc.).

Asset management

Easy integration of new line sections enabling an easy 
deployment during the entire line construction phase.

Rapid configuration

With hundreds of assets to monitor, CylusOne 
provides an intuitive user interface to operators in the 
SOC and OCC. The client’s security team can benefit 
from several views (e.g., hierarchical based on the 
Purdue model; entire cyber network; per line section; 
per security zones or conduits). 

Complete situational awareness

After monitoring the CBTC network, the integrator set 
the baseline, defining normal behaviors, and flagging 
any suspicious action or assets in the network. This 
baseline was easily adapted to new asset deployments.

Behavioral baseline

Implementing a safety-critical system such as a CBTC requires the most stringent development process. Hence, 
many signaling system providers are following the IEC 62443-3-3, which defines the requirements for the various 
control system security levels. With a clear focus on systems designed for security, the signaling provider insisted 
that its supply base provides solutions already integrating design for security. Cylus is IEC 62443-4-1 certified , 
confirming that its development process is in total compliance with the standard. Furthermore, CylusOne is also 
compliant with IEC 62443-4-2 confirming that its development is showing the necessary maturity security level.  By 
selecting Cylus, the signaling integrator had confidence that selecting its certified products, would strengthen its 
own case for system certification, without having to significantly change its generic system architecture.

Design for security

CylusOne’s monitors the CBTC system through mirror ports and hence didn’t affect the safety-critical network’s 
performance. Being non-intrusive, it could be implemented without impacting the safety-case.

No impact on safety-critical networks

Results
CylusOne addressed the client and signaling integrator challenges as follows:

Continuity of service

Safety



80% of the traffic is based on proprietary protocols, for which a common IDS wouldn’t generate value. On top of 
the conventional CVEs, CylusOne can identify railway-specific vulnerabilities already exposed in other CBTC 
projects or flagged up by Cylus’ unique railway research team. 

Real-time monitoring and detection

The client can detect assets of different zones and conduits infringing the established rules. 

Security zones and conduits abnormal traffic

Through DPI and its understanding of the system integrator’s proprietary protocols, CylusOne can detect 
malwares that would be hidden within the application layers, protecting against any content manipulation. 

Semantic attack detection

The CylusOne Rail Zone Modeling feature enables the geolocation of all field elements. In case of abnormal 
behavior of an asset, the client can dispatch immediate physical security to check for potential intruders.

Immediate physical response

CylusOne was set to report incidents to a central Syslog server. In the future, depending on the client’s choice, it 
may continue to send the Syslogs indirectly through the server or thanks to its native SIEM integration, directly to 
the selected SIEM technology. 

SIEM report

Security



About Cylus
Cylus is a global leader in rail cybersecurity. We address the full spectrum of cybersecurity needs of rail signaling 
and rolling stock systems, ensuring safety, service availability and facilitating compliance, for mainline and urban 
railway companies. Cylus rail cybersecurity solutions are trusted by top-tier railway companies globally and 
promotes cybersecurity of the rail ecosystem as a whole

CylusOne could be implemented without impacting 
the CBTC network’s performance or safety-case 
because of its non-intrusiveness nature. 

Safety and Security Can Coexist

Through implementation of the best security 
controls based on IEC 62443 and internal 
methodologies while complying with the national 
cyber authority requirements.

Achieving Cyber Resilience 

CylusOne was designed to meet the unique 
cybersecurity needs of the CBTC protocols, providing 
the required compensating controls. Thus, the client 
was able to avoid deploying inefficient NAC and 
firewall solutions, saving on the investment cost, but 
also on the high maintenance cost that would have 
resulted from managing such network complexity. 

Reduce Overall Security Spending 

Our award-winning CylusOne ML-driven, patented 
technology was designed for easy integration and 
swift onboarding. With a high-level of scalability, 
the solution ensures that new deployments in rail 
lines, systems and stations can be performed with 
maximum efficiency.

Defend Today, Secure Tomorrow 

Safety and Security are two different intertwined 
concepts that must increasingly be tackled together 
to get the safety-case approved by homologation 
bodies, even at a very advanced stage of the CBTC 
detailed design phase.

Conclusion

Reach us at Info@cylus.com or visit our website www.cylus.com


