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Let’s start 
with a  

mind shift

The process of risk management is well documented, with various standards and whole 

industries created to identify and manage risk. It is one of those areas of governance that 

appears on all Board Charters, often has its own Board committee established, and is 

a bit of a buzzword traded between Directors and management to show that it is being 

duly monitored and managed. 

However, in most cases, current risk management practices do not fully unlock the 

potential of risk. Monitoring and management of risk only go so far. What is missing? How 

can we use a strategic risk review to unlock this potential?
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“Strategy, 
Innovation  
and Risk”

Most Directors, when asked to define risk,  
describe their view of risk as:

• Something negative that happens to the organisation

• The potential for loss

• Something that can go wrong

When asked how their staff view risk, the descriptions  
can be even more depressing:

• It is complicated and difficult

• Something we have to monitor and reduce

• Primarily a compliance issue that we have to do

If these are the prevailing points of view on 

risk, then how will risk be managed by the 

Board and staff? 

What if risk was something completely 

different? 

What if risk was actually strategic advantage, 

hidden potential opportunity and the source 

of potentially amazing innovation? If the 

organisation chose to view risk from this 

point of view, how would the Board and staff 

view risk, and how would risk be identified 

and managed?

If risk is seen as a compliance and minimisation 

strategy, then that is all that will be focused 

on. If, on the other hand, risk is seen as the 

flipside of opportunity, and another way of 

looking at strategy, then strategic advantage 

and significant opportunity can be explored, 

managed and monitored as part of the risk 

management process. 

The point behind risk management is to 

identify all the potential risks, rank them 

according to potential to occur and possible 

impact if they do occur, determine the quality 

of existing controls on the risks, develop new 

controls and strategies for the risks (called 

‘treatment’ in risk jargon), monitor these and 

extract strategic advantage from the whole 

process. This is a simple process which is 

often made very complicated and difficult by 

the points of view that people hold about what 

risk is. And most organisations do not extract 

strategic advantage from the risk management 

process.
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Risk should be an ongoing strategic conversation, not a compliance reporting function. 

The strategic conversation should be about 

Even the main standards on risk articulate this view. The two main formal definitions of risk 

are from Standards Australia (Australia) and the Committee of Sponsoring Organizations 

of the Treadway Commission (COSO, USA). They are very similar in intent, and focus on the 

strategic potentiality of risk, rather than on the negative loss point of view. For example, AS 

ISO 31000:2018 defines risk as:

Once the organisation has made this mind shift to viewing risk as another way of looking at 

opportunity, then it can begin looking at the revenue opportunities that are possible from 

managing the potential and the impact of this risk. Truly understanding the risk and putting 

in place strategies for managing its potential to occur and its impact if it were to occur will 

always lead to future possible revenue streams.

and risk management as:

what innovative strategies can we implement that will reduce the possibility 

of the risk occurring, and how can we turn each of these strategies into 

opportunities and possibly revenue creators?

what innovative strategies can we implement that will reduce the impact 

of the risk if it were to occur, and how can we turn each of these strategies 

into opportunities and possibly revenue creators?

The chance of something happening that will have an impact on goals

The culture, processes and structures that are directed towards the effective 
management of potential opportunities and adverse effects.

a

b

Refocus attention of risk managers, senior staff and the Board on strategic 

opportunities arising from managing the risks, and possible revenue 

potential. Ensure risk is not seen as just a compliance issue but also as a 

strategic issue that could provide competitive advantage.In
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The role of the Board and risk
At a practical level, the Board sets the tone for how risk is viewed, managed and monitored. 

If the Board takes a strategic view 

of risk, then risk management 

becomes the strategic response to 

potential problems and opportunities 

that arise during the planning and 

implementation of an activity or a 

longer-term strategy. The strategic 

response to these risks also includes 

developing strategies to turn the 

management of the risk to strategic 

opportunity and advantage. 

An often-misunderstood tool available to Boards is the Risk Appetite Statement.

A clear Risk Appetite Statement:

• Allows for a better understanding of the organisation’s strategic goals, culture, context and 
sensitivity to risk

• Contributes to the embedding of a risk culture that supports strategic planning and decision-
making processes

• Facilitates a proactive risk management approach to mitigate risks that impact strategic and 
operational objectives

The Risk Appetite Statement articulates, in a meaningful and actionable way, the acceptable limits 
within which the Board, management and staff must operate in their roles and make decisions on 
behalf of the organisation.
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One of the key functions of any Board is to agree on critical risks and ensure that 

management is monitoring those risks and has robust treatment strategies in place in 

case the risks do occur. Regular Board reports that analyse these risks and their treatment 

should provide the Board with critical information regarding the key drivers of the business, 

potential innovation and strategic opportunity, and enable the Board to protect and 

advance the interests of stakeholders. Board risk reports should focus on the agreed key 

risks (usually three or four), rather than obfuscating the potential strategic discussion by 

providing a full report on all risks. Too often, it is unclear what the Board should be doing 

with a risk report other than noting it. 

Risk is the same as strategy. It should never be for noting. There should always be 

questioning, exploring, testing and focusing on how risk management is creating impact 

and creating the future.

In addition, robust and active risk management monitoring may provide some protection to 

Board members in the event that anything goes significantly wrong. As stated by Standards 

Australia:

“Provided risks have been managed in accordance with THE 

STANDARD, protection occurs on two levels. Firstly, the adverse 

outcome may not be as severe as it might otherwise have been. 

Secondly, those accountable can, in their defence, demonstrate 

that they have exercised a proper level of diligence.” 

(Guidelines for Managing Risk p.10, Standards Australia)

The lack of embedded risk management 
practices within the governance structure 
of an organisation is regarded as one of 
the highest risks facing an organisation.
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An effective strategic  
risk review process
Reviewing risk is not just about adding new risks to the risk register. It should also be a review of all key 

processes involved in risk management to ensure risk is an integral part of the strategic conversations the 

Board is having. As part of an effective strategic risk review, each of the following areas should be assessed.

Does the risk management policy address the opportunity aspect of risk?

Is the Risk Appetite Statement in line with our strategic priorities, and do staff and 

Board find this useful guidance?

Does the Board Committee charged with risk oversight regularly review risk 

management progress with senior executives?

Does our Board receive succinct reports on the two or three Board-approved critical 

risks that have the potential to significantly impact the organisation, and do they find 

these reports useful in shaping strategic conversations?

Is the culture of our Board one of risk mitigation or strategic opportunity?

Board responsibility

1
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Risk committee responsibility
1

3
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4
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Has our Board established one or two key performance indicators (KPIs) for the CEO 

that reflect this risk management role?

Conduct an annual review of the key risks asking the questions: What has worked with 

managing this risk? What has not worked? What have we missed? What should we add? 

What should we take out?

Have we identified key risks from stakeholder perspectives?

Are our risk criteria still suitable?

Have we reviewed key risks based on the risk criteria?

What has changed with the key risks?

How are we turning to our advantage the management of potential to occur and impact 

if it does occur? What are the opportunities?

Have we looked at the revenue possibilities from managing these risks?

Are we keeping key stakeholders informed of our risk management approach?

Refer to Appendix 1: Governance Risk Management Framework for a 
list of key governance activities that the Board should undertake.

Add two extra columns to risk management plans - “Strategic Opportunities” to 

facilitate looking at risk as also a strategic opportunity, not just a compliance 

issue, and “Revenue Possibilities” to identify possible new revenue sources.

Regular reports to Board should focus on the agreed three or four key risks, 

how they are being managed, what else could be done to better manage, how 

to extract strategic advantage and where revenue streams might be possible.
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Senior executive 
responsibility
The Board has the responsibility of ensuring that risk management is embedded into the organisation, 

and is responsible for monitoring the critical risks and their treatment. The staff are responsible for 

developing the risk management policy (not approving it), identifying and ranking risks, developing 

reporting mechanisms, delivering education and performance measurements that reflect the risk 

culture and priorities, and allocating appropriate resources. 

Refer to Appendix 2: The Role of CEO/Senior Staff for a framework that describes 
the key areas that staff should undertake as they relate to risk management.

Refer to Appendix 3: Stakeholder Inclusion Checklist for a list of possible 
stakeholders to consider being included in the risk identification process.

Embedding risk 
management into 
your organisation
Risk management is not just a staff function: it 

is a process and a way of seeing the world that 

should be embedded throughout the organisation, 

from the Board right through to the staff. Risk 

management should not be about compliance or 

protection: it should be about strategic advantage 

and innovation. The following are recommendations 

for embedding risk management throughout the 

organisation, starting with the Board. 



Embedding risk into 
Board processes

Board Charter.  
The purpose of a Board charter is to combine purpose, responsibilities, relationships, 

culture and reporting requirements of the Board. Risk management should be 

embedded into the Board charter as one of the key responsibilities of the Board.

Board Induction.  
The Board induction process should include a discussion on the two or three key 

risks, the culture of inquiry around risk, and how the key risks are monitored, managed 

and leveraged.

Board Agenda.  
The Board agenda should have a discrete agenda item titled “Risk Management” 

where reports and discussion about the key risks are received. At least once a 

year, the key risks of the organisation should be reviewed to discern if anything has 

changed or if new risks have arisen.

Board Committee.  
Develop either a Risk Committee or specifically embed risk as a key component to 

one of the other Board committees (finance and audit, for example).

Annual Report.  
Ensure there is a report regarding the organisation’s risk management process, and 

a short description of the key risks and how they are being managed and turned to 

strategic advantage.

Annual Board Evaluation.  
At least one of the questions asked during a Board evaluation should be about how 

well the Board and individual Board members understand risk, how any risk discussion 

focuses on the strategic advantages, and seek evidence that Board members agree 

on the top three or four risks.

CEO Evaluation.  
At least one of the CEO’s key performance indicators (KPIs) should be related to the 

risk management plan.
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Appendix 1: Governance Risk 
Management Framework
The following framework describes, in order of implementation, the key areas of governance that the 

Board should undertake as they relate to risk management.

Establish  
the context

The Board should set objectives and identify any potential barriers 
or impediments to the implementation of the risk management 
programme. Will this be enterprise wide, regional, or per business 
unit in scope?

Risk Management 
Committee

Create a Risk Management Committee that is charged with 
overseeing the process, monitoring the staff investigation and 
implementation phases, and reporting back to the Board. This is 
usually a task force with a limited life. These duties are often taken 
over by the Finance/Audit Committee. If the organisation does not 
have the resources for another committee, identify two or three 
people responsible (and don’t call it a committee).

Policy
Approve a risk management policy that commits the organisation to 
best-practice risk management.

Risk library
Ensure a risk library is developed that identifies all risks in all areas 
of the organisation effectively.

Approval Approve the risk library and rankings.

Critical risks
Identify and agree on the most significant risks that have the 
potential to significantly impact the organisation (critical risks).

Risk treatment 
strategies

Formally approve the risk treatment strategies developed by staff or 
the Risk Committee

Key performance 
indicators

Establish KPIs for the CEO and the Board that include performance 
against risk identification, management and monitoring criteria.

Accountability
Make public the role of the Board in risk management, often done 
through the annual report. Identify the key risks and, if appropriate, 
the risk treatment strategies.

Cyclical review
Review all the framework elements on a regular basis, at least once 
every two years.
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Appendix 2: The Role of  
CEO/Senior Staff 
The following framework describes, in order of implementation, the key areas that the staff should 

undertake as they relate to risk management.

Policy Develop a risk management policy for approval by the Board.

Risk library Develop a risk library and rank all risks.

Ranking
Develop the criteria to use in analysing and ranking the impact of 
identified risk areas.

Reporting  
mechanism

Develop a reporting mechanism for all ‘critical risks’ and ensure all 
staff understand and are able to respond to any of these critical 
risks.

Risk treatment
Develop risk treatment strategies and plans for dealing with all 
identified risks.

Operational policies
Develop operational policies for dealing with identified risk 
situations.

Culture and  
education

Develop a culture of risk awareness and ‘curiosity’. Ensure that risk is 
seen as innovation and strategic opportunity.

KPIs Establish staff KPIs that reflect risk management issues.

Job descriptions Redesign job descriptions to ensure risk management is captured.

Resource allocation
Ensure that resource allocation is provided for risk management 
strategies.

Cyclical review Review all the above items on a regular basis.
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Appendix 3: Stakeholder 
Inclusion Checklist
The following framework describes, in order of implementation, the key areas of governance that the 

Board should undertake as they relate to risk management.

Individuals to 
be included When Contact/ 

Responsibility
To be 

finished

Board

Staff who can  
add value

Seasonal staff, contractors, 
others who conduct 

programmes on our behalf 

People affected by 
our services: clients, 
volunteers, members

Union or staff 
representative groups 

such as Safety Committee

Funding bodies such  
as bank, government 
agency, grant giver 

Regulatory entities

Politicians who may  
have an electoral or 

portfolio interest

Suppliers

Media

Other
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About Conscious 
Governance

Conscious Governance is a global, independent advisory service 

for nonprofit Boards, CEOs and directors. We provide strategic 

planning, board governance, leadership and risk management 

consulting services.

We work with organisations across virtually all sectors and provide 

resources, guidance and online programs that help promote strong 

governance practices. In delivering our services, we inspire greater 

strategic awareness within an organisation, opening up new ways 

to better serve the wider community.
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www.boardpro.com

About BoardPro

We exist to increase boardroom productivity and create better functioning 

boards. We don’t believe good governance processes should be left 

to the domain of larger companies. We know that all parties in a board/

management relationship want to use their time and resources most 

efficiently and productively. We found that a product that helped with the 

processes, workflows and guidance to work on the right things was missing 

from the market. So we developed BoardPro in partnership with some of the 

best independent directors and most progressive CEOs.


