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EMBEDDING OPERATIONAL RESILIENCE AS BAU 
 

INTRODUCTION 
For those firms regulated by the PRA or the FSA in the UK, the end of March 2022 saw the passing of 

the first major milestone in the operational resilience journey that the regulatory bodies are taking the 

UK Financial Services industry on.  

This is a journey that formally started in 2018 when the first regulatory discussion paper on 

Operational Resilience was released. This was followed by consultation papers in 2019 with the final 

policy document published in March 2021. Included within the policy was a key set of activities to be 

completed ahead of the March 2022 milestone. In summary, these activities include:  

▪ Firms and FMIs need to have identified their important business services and set impact 

tolerances. 

▪ Firms and FMIs should have mapped their important business services and commenced a 

programme of scenario testing. 

▪ Senior management should have taken responsibility for delivering the policy outcomes. 

▪ Firms and FMIs should have a strategy or plan which sets out how they will comply with the 

regulatory requirements and expectations. This strategy should be in effect by the end of 

March 2022. 

The roll-out of the Operational Resilience regulatory initiative was delayed due to the COVID-19 

pandemic, which for many firms, exposed their lack of operational resilience. Therefore, building the 

Operational Resilience of your business is not just a regulatory requirement but post COVID-19, it is a 

business imperative. In some cases, firms are already leveraging their operational resilience to build 

a sustainable competitive advantage in attracting both customers and employees.  

With the passing of the March 2022 milestone, Firms will need to switch their focus from doing enough 

to meet the initial regulatory requirement to building out and embedding Operational Resilience as 

part of business as usual. 
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BEST PRACTICE GUIDELINES 
Within this best practice guide, we provide a suggested process to enable firms to build-out and 

embed Operational Resilience as a business-as-usual process. 

This process is designed to work with existing closely related business processes, operational risk 

and operational measurement and monitoring. If these processes do not exist or need refinement, 

building out and embedding Operational Resilience may represent a good opportunity to undertake 

this work and align it closely with the Operational Resilience initiative. 

Figure 1 - Operational Resilience process 

 

*Full page image available in Appendix A 

Review Strategic Objectives 

While the central focus of the PRA/FSA Operational Resilience regulatory initiative is on “Important 

Business Services”, it is paramount that firms take a step back and review their overall strategy and 

strategic objectives. Creating clarity around which customers, participants, or external end users the 

firm should be serving will have a direct impact on the definition of Important Business Services. Are 

you serving the right customers, participants, or external end-users? Is there an opportunity to realign, 

and refocus the business on the most profitable segments, markets etc?  

It is worth asking these types of strategic questions as part of the Operational Resilience programme 

of work. 

Define Important Business Services & Impact Tolerances 

Within the context of the PRA/FSA Operational Resilience regulatory initiative, Important Business 

Services are those services that firms provide to customers, participants, or external end users which, 

if disrupted, would impact the supervisory objectives.  

When defining Important Business Services, Firms need to consider what they actually deliver to 

customers, considering this from the customer’s perspective rather than the firm perspective. 
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While internal services, such as payroll may lead to 

disruption for customers, these are regarded as 

enablers of Important Business Services, rather 

than Important Business Services themselves.  

The regulatory guidance is to focus on services 

that deliver specific outcomes or services to 

customers, participants, or external end-users. 

Given both the regulatory and business imperative 

to drive improved Operational Resilience, we 

recommend creating a full inventory of business 

services, both external and internal.  

Once this inventory is defined, cause and effect relationships can be defined between internally 

enabling services and the externally facing outcome-focused services aka the Important Business 

Services. This will enable services to be ranked based on their criticality to the delivery of customer 

outcomes. Creating this type of service hierarchy will enable firms to meet both the regulatory 

requirements and build a resilient business that will be more competitive in today’s uncertain 

operating environment. 

When defining Impact Tolerances, Firms should focus on the point where a disruption poses a risk to 

the supervisory objectives. Typically, this would be measured in units of time and be leveraged to 

define impact measures. 

Map Operational Resources and Map 3rd Parties 

Once Important Business Services have been defined, firms should map their operational resources, 

their processes, technology, information assets, and people, to those Important Business Services. 

Additionally, 3rd Parties who are directly involved with the delivery of services should also be mapped. 

Again, we recommend extending the scope of this mapping exercise to include critical internal 

business services in addition to just Important Business Services.  

Identify Vulnerabilities 

One of the primary outcomes of the mapping of Operational Resources and 3rd Parties should be a 

clear understanding of the firm’s vulnerabilities in the delivery of Important Business Services within 

the defined impact tolerances. 

Further, by leveraging and aligning existing processes (or undertaking additional work to build out), 

such as operational risk management process and operational measurement processes to 

supplement insights around operational vulnerabilities. These vulnerabilities should be tested using 

scenarios and be the focus of initiatives to drive Operational Resilience improvements.    

Again, we would recommend identifying vulnerabilities beyond the Important Business Services, 

looking at the critical internal business services and identifying their vulnerabilities. This creates a 

complete picture of the firm’s vulnerabilities, enabling better scenario testing and enabling firms to 

generate greater ‘bang from their bucks’ from improvement initiatives. 

Supervisory Objectives 

The PRA has a single general objective to promote 

the safety and soundness of the firms they 

regulate. 

The FCA has three objectives: 

1. Protect Consumers 

2. Protect Financial Markets 

3. Promote Competition 
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Conduct Scenario Testing 

The PRA/FCA Operational Resilience policy builds on the well-established practice of financial stress 

testing to use scenarios to ‘stress test’ the operational resilience of the firm under ‘severe/extreme 

but plausible scenarios. 

Multiple scenarios should be developed (some experts suggest a minimum of four scenarios) which 

focus on the ‘sweet spot’ of interaction between the firm and its customers, participants or external 

end-users. Scenarios should ‘stress’ vulnerabilities to gain a better understanding of those 

vulnerabilities, and the potential for specific vulnerabilities to result in the firm being unable to deliver 

its Important Business Services. 

While it is outside of the PRA/FCA regulatory scope, we would recommend designing scenarios that 

stress test critical internal business services; and stress the underlying cause and effect relationships 

identified by critical internal business services and Important Business Services.  

When designing scenarios, the aim should be to expand the firm’s thinking about the future. Rather 

than thinking that the future will broadly resemble the past, well-designed scenarios will build the firm’s 

understanding of, and capability to excel in, a range of possible futures.  

The PRA/FCA are highlighted the need to conduct lessons learnt sessions post scenario testing. When 

reflecting on how scenarios played out, firms should seek to understand sequences of events that 

interacted together leading to a particular future state or disruption. They should also seek to identify 

any inevitable consequences of events that have already happened or trends that are already well 

developed. Identifying these so-called predetermined outcomes can be the most powerful source of 

new insights from a scenario testing exercise. 

Also, during a scenario testing exercise and the post scenario lessons learnt debrief, firms should seek 

to identify instances of groupthink that inhibited participants’ full participation in the exercise. 

Groupthink is often caused by the hierarchical (or social) power structure which exists within firms. 

Ironically, poorly designed scenarios can also introduce group thinking.  

There is a regulatory expectation that weaknesses and failures are identified during the mapping and 

scenario testing stages of building out and embedding operational resilience. These weaknesses and 

failures should be captured as part of the lessons learnt process and ideally, acted on by way of 

improvement initiatives.  

Ultimately scenario testing should provide assurance and confidence that Important Business 

Services can continue to be delivered within Impact Tolerances when a disruption hits. 
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Implement Improvement Initiatives 

The PRA/FCA Operational Resilience policy makes clear that Operational Resilience is not a one-off 

exercise. It is one that needs to be embedded as a dynamic, business as usual process that can adapt 

to a changing and uncertain environment, driven by a continuous improvement mindset and culture. 

Therefore, in addition to providing assurance and confidence around the firm’s operational resilience 

and ability to deliver their Important Business Services within Impact Tolerances, an important 

outcome of the operational resilience initiative should be a defined and prioritised set of improvement 

initiatives to reduce vulnerabilities and increase Operational Resilience. 

Assess Operational Resilience 

When it come to the Operational Resilience Self-Assessment, there is an emerging view that firms 

need to produce a detailed report which brings together a range of information related to their 

operational resilience activities. Review any whitepapers from consultancy firms active in the 

Operational Resilience space and the general view on self-assessments appears to be that a detailed, 

lengthy report is required - and this is the direction firms are going in.  

As an alternative, we propose taking a data-driven approach, measuring both the Operational 

Resilience activities and outcomes and summarising the data via dashboards which can be presented 

to the board, the executive team and regulatory stakeholders alike.  

Figure 2 - Conceptual Operational Resilience Self-Assessment 
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Appendix A – Operational Resilience Process 

 



BEST PRACTICES GUIDE TO OPERATIONAL RESILIENCE | KRM22  PAGE | 7 

 

ABOUT THE RISK COCKPIT 
The KRM22 Risk Cockpit is an Integrated Risk Management (IRM) application that enables firms to 

reduce their use of cumbersome spreadsheets and reduce their reliance on manual risk management 

processes. In doing so, we deliver a real-time, firm-wide, single version of risk truth with drill-down and 

drill-across capabilities, covering each of the five domains of risk: Enterprise Risk, Market Risk, 

Compliance Risk, Operational Risk and Technology Risk.  

Within the Operational Risk & Resilience domain, we work with CROs, COOs and CIOs who are tasked 

with building a robust approach to Operational Risk and Resilience to deliver better, timelier, and more 

accurate risk-based management information.  

Often, they struggle under the burden of multiple spreadsheets, a vast number of systems to monitor, 

and critical information being sent (and sometimes missed) via email. They are frustrated by the lack 

of real-time, event-driven risk information which is required to improve the day-to-day management of 

their Operational Risk and Resilience processes, whilst also making it easier, faster and less painful to 

generate operational and executive-level reports which are consistent across the firm and help meet 

regulatory expectations. 

Visit www.KRM22.com to find out more. 

http://www.krm22.com/

