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2Reporting and monitoring 

for senior management

The inability to provide a report and monitor your 
organization’s AppSec program can have serious ripple 
effects across the entire organization.



Losing visibility won’t just reflect poorly with the 
management, it can critically hurt the business, as your 
organization will accumulate risks that it is not aware of.

Pro tip:

Internal marketing and security 
champion programs across your 
security and engineer teams can 
close this visibility and control gap. 



Make sure to set up programs across 
the relevant channels which enable 
personnel to keep eyes and ears 
open for potential issues.

1Too many options on the market

The market for AST and services is booming and not 
expected to settle anytime soon. Organizations of all 
maturity levels – from small companies who aren’t yet 
aware of their AppSec needs, to large enterprises who 
have a large tooling and service arsenal but are still 
unable to cover their security gaps. 



And to add more confusion to the mix, traditional AST 
(like SAST, DAST and IAST) are being joined by newer 
players to the tooling arsenal, such as SCA, IaC, MAST 
and more.

Did you know? 

Demand is soaring for AST– Gartner 
estimates end-user spending in the 
expanding AST market reached $2.2 
billion worldwide in 2020.

3Maintaining the cooperation 
between development and security

Alas, the classic tension between an organization’s 
developer and security teams adds an exciting element 
to internal drama.

 

When is this tension at its highest? Organizations that 
are quickly scaling with a rapid production environment 
struggle to foster a cooperative environment. 

You don’t want to be the security guy who is slowing 
down growth.

Did you know?

There is an industry benchmark 

of 100 to 1: 100 developers for every 
1 AppSec professional.

4Limited talent

Qualified and affordable talent for cybersecurity roles is 
a global issue, and AppSec positions tend to be among 
the hardest to fill.

Did you know?

In a global study of over 500 
cybersecurity professionals by 
Information Systems Security 
Association (ISSA) and industry 
analyst firm Enterprise Strategy 
Group (ESG), 30% of those surveyed 
say that their organizations are 
finding it difficult to fill vacancies in 
application security.

5Budget, duh!

Lack of budget resources plagues security teams 

of all sizes and all levels of maturity. 

From a growing startup that hasn’t yet experienced an 
attack and therefore doesn't understand the urgency to 
invest in security, to the largest enterprise with a
security executive who doesn’t allocate enough of his 
budget to application security. 

Budget will always be the organization’s largest hurdle.

Pro tip:

Start with affordable and open-source 
options. While they may be incomplete 
in terms of scope, these options can 
more than cover your bases in order to 
maintain an effective appsec program 
and get you started.


