
At anecdotes, ensuring the optimal security of data is one of our primary goals. With strong roots in 
cybersecurity, we continually strive to implement the highest level security processes and practices across 
all business units. The goal of this white paper is to outline the steps and procedures we take in everything 
we do, to keep our data, and that of our customers, safe and secured at all times. 


Our security practices are based on industry-leading standards, on which we are audited annually. Our 
security framework includes policies and procedures, Application & Data Security, Cloud and Infrastructure 
security, Endpoint security & Incident response. Below we will go into the details of each. 

Hiring

The anecdotes’ screening process is based on 
background checks and personal interviews with 
HR hiring managers. Where applicable, 
additional background checks are included 
based on local law.

Security Training

New employees go through a rigorous on-boarding 
process that includes detailed explanations of 
security guidelines, expectations, and code of 
conduct. All anecdotes employees undergo annual 
security awareness training.

Attack Prevention

anecdotes utilizes Anti-DDoS protection & WAF. 

Mobile Device Management 

Devices are fully managed, including security 
patch management, policies, and other best 
practices where applicable.

Data At Rest

Data is encrypted in our databases using 
AES256bit encryption by default.

Security - The 
Foundation of Trust

General 

Penetration Testing

anecdotes conduct a penetration test using 
external vendors at least once every 12 months.

Malware Protection

All devices are fully covered by our end-point 
detection and response platform.

Application & Data Security

End-Point Security

Application & Data Security

Data In Transit

Any traffic transferred to anecdotes is encrypted 
over https using TLS1.2 and above only.



Security Compliance 
Certifications & Attestations 

anecdotes has the highest number of Security Compliance certifications/reports in the industry. We believe 
that a strong Compliance foundation serves as the backbone for a robust security posture and we are deeply 
committed to continually optimizing our Compliance posture to benefit our customers and to serve as a 
model for other companies. 


As a leading Security Compliance provider in the industry, we realize that working in a cloud-based 
environment may raise concerns related to the confidentiality and protection of sensitive data. anecdotes’ 
security mechanisms protect all network and application components of the platform. Moreover, our 
transparency in security policies and processes enables brands to trust us with their most confidential data.


This trust is the foundation on which our customers leverage the business benefits of our SaaS solution.

If you have questions or need more explanation on topics covered in this white paper, feel free to contact 
our security team via security@anecdotes.ai.

SOC 2 ISO 27001 ISO 27017 ISO 27018 ISO 27032 ISO 27701

Asset Management and Ownership 

Access to production infrastructure is limited to 
the minimum number of individuals, based on a 
least-privilege and need-to-know basis.

Infrastructure Compliance

We use multi-layered controls to help protect our 
infrastructure, constantly monitoring and improving 
our systems and processes to meet the growing 
demands and challenges of security. We also use 
GCP, a highly-regulated and compliant data center 
that meets stringent regional and international 
certification requirements.

Cloud Security

http://security@anecdotes.ai.

