Ban Surveillance Advertising

As leaders across a broad range of issues and industries, we are united in our concern for the safety of

our communities and the health of democracy. Social media giants are eroding our consensus reality and
threatening public safety in service of a toxic, extractive business model. That's why we're joining forces in an
effort to ban surveillance advertising.

Surveillance advertising — the core profit-driver for gatekeepers like Facebook and Google, as well as
adtech middlemen —is the practice of extensively tracking and profiling individuals and groups, and then
microtargeting ads at them based on their behavioral history, relationships, and idenfity.

These dominant firms curate the content each person sees on their platforms using those dossiers — not just the
ads, but newsfeeds, recommendations, trends, and so forth —to keep each user hooked, so they can be served
more ads and mined for more data.

Big Tech platforms amplify hate, illegal activities, and conspiracism —and feed users increasingly extreme
content —because that's what generates the most engagement and profit. Their own algorithmic tools have
boosted everything from white supremacist groups and Holocaust denialism to COVID-19 hoaxes, counterfeit
opioids and fake cancer cures. Echo chambers, radicalization, and viral lies are features of these platforms,

not bugs—central to the business model.

And surveillance advertising is further damaging the information ecosystem by starving the traditional news
industry, especially local journalism. Facebook and Google's monopoly power and data harvesting practices
have given them an unfair advantage, allowing them to dominate the digital advertising market, siphoning up
revenue that once kept local newspapers afloat. So while Big Tech CEOs geft richer, journalists get laid off.

Big Tech will continue to stoke discrimination, division, and delusion —even if it fuels targeted violence or lays
the groundwork for an insurrection —so long as it’s in their financial interest.

There is no silver bullet to remedy this crisis —and the members of this coalition will continue to pursue a range
of different policy approaches, from comprehensive privacy legislation to reforming our antitrust laws and
liability standards.

But here’s one thing we all agree on: It's time to ban surveillance advertising.

+accountable
tech

ccnuy

GUNS
DOWN

NEW
| ECONOMICS
FOUNDATION

ﬁ

SLEEPING GIANTS

/the,
social
dilemma_

ACTION CENTER
orceneco o]

CENTER FOR
DIGITAL
DEMOCRACY

FAIR VERTE

ISD

braMIC

SOCIAL
SECURITY
W

ultraviolet

GWACTION

[\ 0)e]

aliance to countercrine anline

Humane
Technology

Center for l

(] fairplay

OPEN MARKETS

1. STOPEEAT

Xnet

AMERICAN
ECONOMIC
LIBERTIES
PROJECT

\\\\\\\\\\\\\\\\\\\\\

Fight
Corporate

Monopolies

suml
Us

ADL

FIGHTING HATE FOR GOOD .
@/ common
sense

media

K2 FIGHT FRTHE FUTURE

LIBERATION
GENERATION

.):5 ParentsTogether

Tech Transparency Project

5

S

#Decode

Democracy

EECH
TPEOPLE

MediaJustice=

PARTNERSHIP
Working Families

tech Workers actionll

BNAAZ

@ DEMAND
PROGRESS

PEOPI.E'Sl
ACTION

THE CAMPAIGN FOR
GAMBLING-FREE Kips

Gy

Demos

global witness

0 b m] |

National Hispanic
Media Coalition

o
8 4]
PUBLICCITIZEN

00
The Real Facebook
Oversight Board


https://www.wsj.com/articles/facebook-knows-it-encourages-division-top-executives-nixed-solutions-11590507499
https://www.techtransparencyproject.org/articles/white-supremacist-groups-are-thriving-on-facebook
https://themarkup.org/news/2020/11/24/facebook-ban-holocaust-deniers-antisemitism
https://www.washingtonpost.com/lifestyle/style/they-turn-to-facebook-and-youtube-to-find-a-cure-for-cancer--and-get-sucked-into-a-world-of-bogus-medicine/2019/06/25/6df3ddae-7cdc-11e9-a5b3-34f3edf1351e_story.html
https://www.washingtonpost.com/lifestyle/style/they-turn-to-facebook-and-youtube-to-find-a-cure-for-cancer--and-get-sucked-into-a-world-of-bogus-medicine/2019/06/25/6df3ddae-7cdc-11e9-a5b3-34f3edf1351e_story.html
https://www.wsj.com/articles/facebook-youtube-overrun-with-bogus-cancer-treatment-claims-11562072401?mod=article_inline
https://www.cantwell.senate.gov/imo/media/doc/Local%20Journalism%20Report%2010.26.20_430pm.pdf

