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Automation: the new frontier for risk 
analytics. 
Regulatory trends and industry implications 
 

by Giovanni Butera*  

 
  

 
If one looks back at the last 10 years of financial 
regulations, one sees an evolutionary approach 
founded on the intent of guiding more than ruling FIs 
towards a new way of doing business.  
The winning strategy is to take advantage of synergies 
between compliance with regulations aiming to reduce 
operational risk, and the business imperative of 
seeking efficiencies.  The ability of FIs to see these 
regulatory trends and to respond effectively and 
holistically with fully-automated solutions and 
frameworks will be a key element in defining the 
industry leaders of tomorrow. 
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Introduction 

Studies conducted on the future of IT investment by Financial Institutions (FIs) have reconfirmed that 
financial regulations dictate the direction of new investment1. 
 
If one looks back at the last 10 years of financial regulations, one sees an evolutionary approach founded 
on the intent of guiding more than ruling FIs towards a new way of doing business.  
Since the early 21st century, global regulations have focussed on (minimum) standards for data 
requirements and modelling methodologies for the assessment of various types of risk (credit, market, 
operational, liquidity etc.). Nowadays, modelling practices and capabilities are available and operational 
at most global financial institutions. 
 
Furthermore, global regulators have recognized that the effectiveness of risk management practices will 
be tested as financial institutions adjust their business strategies to meet continued challenges in the 
financial marketplace and the evolving regulatory environment. As FIs evaluate this forward-looking 
balance between risk and reward, vigorous leadership and a commitment to strengthen management’s 
ability to make judgments about risk will prove essential. 
Supervisors continue to review risk practices periodically to ensure effectiveness of risk frameworks going 
forward, as even the leading practices investigated by regulators could still benefit from further 
enhancement. 2  
 
As a consequence, in more recent years, global regulations3 have moved their focus towards: 

(a) Data management and integration of models into the operational activity of FIs, ensuring 
accuracy, completeness and flexibility.  

(b) Assessment of accuracy and monitoring of the performance of these models, ensuring their 
functioning with limited manipulation and off-system data management. 

(c) Ability to provide effective risk reporting, for internal and external stakeholders, delivering 
comprehensive, clear, useful and timely information. 

 
Figure 1: Risk Regulatory Trends 

 

 
1 McKinsey&Co, Institute of International Finance, Risk IT and Operations: Strengthening capabilities, 17 June, 2011. 
2 Senior Supervisory Group, BIS, Observations on Developments in Risk Appetite Frameworks and IT Infrastructure, December 23, 
2010. BIS, Trends in Risk Integration and Aggregation, August 2003.  

3 Bank of International Settlements, Principles for Effective Risk Data Aggregation and Risk Reporting January 2013. 
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The Bank of International Settlements and the Senior Supervisory Board, Basel Committee, the Institute of 
International Finance, the European Banking Association, and various local regulators (PRA in the UK, 
APRA in Australia, BdI in Italy, to name a few) have investigated IT issues related to the assessment of risk. 
The observations in these reports indicate that most firms have made progress in developing risk 
frameworks and have begun multiyear projects to improve IT infrastructure.  
 
Global supervisors recognize that “these steps are clearly in the right direction, but considerably more 
work is needed to strengthen those practices that were revealed weak at the height of the crisis”4. In 
particular, it has been observed that aggregation of risk data remains a challenge for institutions, despite 
its critical role in strategic planning and decision making. 5 
 
 

Industry Impact and the new challenges  

Global financial regulations are now focusing on automating systems to monitor the integrity of 
information, processes and the performance of models from data sourcing to model validation, from risk 
measurement to capital calculation.  
Regulatory requirements focus specifically on IT infrastructure, and on the ability and capability of FIs to 
routinely assess data accuracy and integrity, monitor model performance and provide effective reporting. 
Business requirements, on the other hand, are driven by the responsibility of the board and senior 
executives to know, understand and certify the risk position of the institution. 
 
These regulatory and business imperatives are presenting new challenges to the Risk-IT functions of FIs in 
three key areas: 
(a) Risk Data Management 
(b) Data and Model Validation, and  
(c) Effective Risk Reporting 
 
Figure 2: New Challenges and Industry Impact. 

 

 
4 BIS, Observations on Developments in Risk Appetite Frameworks and IT Infrastructure, December 23, 2010 
5 Clive Davidson, Risk Magazine, Basel challenges big banks to improve risk data aggregation, 21 Jun 2013. It is estimated that 
large tier-one banks will spend around $650 million meeting the principles and associated other regulations over the next three 
to five years, while tier-two banks could end up spending $175 million–200 million. 
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Risk Data Management 

 
There is increased pressure on banks to design data architecture and IT infrastructure capable to support 
the operations under both normal and stressed conditions. As a result, data risk management (which 
entails defining policies, standards, framework, outlining the roles & responsibilities of staff, IT security) 
becomes a business-as-usual process.  
FIs should ensure that the data quality is maintained across different dimensions such as completeness, 
accuracy, consistency, integrity, confidentiality, business conformity and timeliness. These objectives are 
achieved through a central risk data infrastructure that provide a single data layer for risk data, and 
automated processes to check for data integrity at the source and at each migration stage.  

1. Data & Model Validation  
 
FIs need to ensure that data processing such as up-load, down-load, data transformation and migration 
from one system to another adhere to the data quality standards specified in the data policy. Effective 
and automated error handling mechanisms should be in place to ensure that data is corrected to a 
specified quality level.  
Data should be periodically validated to determine its fitness for business use before further processing, 
while model performance should be periodically monitored. Risk drivers, and their contribution to the 
final results, should be periodically reviewed. 

As an example, banks following the Foundation IRB (Internal Rating Based) approach must regularly 
compare realized default rates with estimated PDs (Probability of Default) for each grade and be able to 
demonstrate that the realized default rates are within the expected range for that grade. Similarly, for the 
assessment of Anti-Money Laundry model performance, the phenomena of false positive (a customer’s 
activity classified as suspicious, when it is not) and false negative (an illegal activity that has not been 
signalled as suspicious) need to be periodically reviewed, investigated and addressed.  
These and many other processes and activities can and should become fully automated.  

2. Effective Risk Reporting 
 
Accurate, complete and timely data acquisition is the foundation for effective risk management. However, 
data alone does not guarantee that the board and senior management will receive appropriate 
information to make effective decisions about risk.  
To manage risk effectively, the right information needs to be presented to the right people at the right 
time.  
The board, senior management and other recipients should set the frequency of risk management report 
production and distribution. This requires flexibility in the structure of the data infrastructure and is 
provided only by effective data reconciliation and aggregation.  
Risk management reports should accurately and precisely convey aggregated risk data. Reports should be 
reconciled and validated and should cover all material risk areas within the organisation. The depth and 
scope of these reports should be consistent with the size and complexity of the operations and risk 
profile. It should be comprehensive enough to facilitate informed decision-making. And be completely 
automated. 
 
These three elements, Risk Data Management, Data and Model Validation, and Effective Risk Reporting6 
are the three Risk-IT challenges FIs are currently facing, and the ability to successfully face these 
challenges will be one of the points of distinction between future market leaders and followers. 
  

 
6Basel Committee on Banking Supervision, Principles for effective risk data aggregation and risk reporting  

January 2013. 
. 
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Data and Model Management Strategy 

The ability to handle risk data and model management challenges depends on the completeness of the 
risk management framework, and on the risk management strategy, including risk models, infrastructure 
and applications relevant for the assessment of financial and operational risks.  
 
To assist the board and senior executives, the risk management function requires access to data on all 
aspects that have the potential to generate material risks. Policies and procedures must include the 
process for the validation and approval of data and models used for risk measurement. 
 
The internal Management Information System (MIS) must provide the board, board committees and 
senior management with regular, accurate, and timely information concerning the institution’s risk 
systems and risk profile. The MIS must be supported by a robust data framework that enables the 
aggregation of exposures and measures risk across line of business, provides forward-looking scenario 
analysis and stress testing, and promptly reports limit breaches. 
 
Best practices suggest that a risk data and model management strategy should include 6 key elements: 

• Model Governance Strategy 

• Technology and Architecture 

• Documentation Standards 

• Senior Management Involvement 

• Data Governance Policies 

• Model Investigation and Monitoring 

 
Figure 3: Best Practices in Risk Data and Model Management Strategy 
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Table 1: Risk data and model management key elements 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
For the successful implementation of a strategy that considers all these elements, risk analytics tools need 
to become tools that enable the automation of systems and processes for:  
 
(1) Assessing the integrity of risk data in terms of aggregation and reconciliation, from source system to 
data models;  
 
(2) Monitoring data accuracy and model performance, i.e. assessing the accuracy of data and monitoring 
the performance of these models;  
 
(3) Providing a flexible risk reporting system with drill-down details, leveraging on sound data 
reconciliation for business requirements at all levels. 
 
Risk analytics and frameworks for automating the assessment of risk data integrity and model 
performance allows FIs to respond effectively to modern business requirements and to comply with 
current and evolving financial regulations.   
 

 
  

Model Governance Strategy: 
• Overall vision for Improvement 
• Program implementation plan 
• Link business & technology 
• Connect strategy & tactics 
• Independence of Validation 

Model Investigation and Monitoring: 
• Data quality and model performance 
• Automated Quantitative assessment 

and ongoing monitoring 
• Tracking of issues for improvement 
• Scenarios and sensitivity analyses 

Data Governance: 
• Data quality and integrity standard 
• Policy framework and processes  
• Continuous improvement 
• Automated data control   
• Self-correcting processes 

Technology & Architecture: 
• Flexibility and adaptability to change 
• Common standards: single risk data 

layer 
• Incremental Solution Architecture. 
• End-to-End data security 

Documentation Standard: 
• Data models and migration script  
• Minimum data quality and model 

performance standard  
• Technology Stewards and risk reporting 
• Model and performance Inventories. 

Senior Management Involvement: 
• Data & Model performance supervision 
• Risk monitoring and reporting 
• Drill-down details - Root cause analysis 
• Definition of alerts and thresholds  
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Case Study: Data and Model Validation Framework 
 
In the process of transforming risk analytics into tools that enable a new way of doing business, the 
automated assessment of data accuracy and model performance assume a central role.  
 
The Data and Model Validation Framework is a centralized solution that allows the standardization and 
automation of validation procedures, limiting off-system data manipulation, and thus reducing 
operational risk. It should cover three key aspects: 

 

• Risk Data Accuracy: data integrity checks and statistical analysis for quality assessment,  
 

• Risk Model Performance: model performance evaluation, benchmarking and overrides 
 

• Risk Reporting: multi-dimensional and multi-functional for internal and external stakeholders. 

 
Figure 4: Data and Model Validation Framework 
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Risk Data Accuracy  

 
Data integrity and accuracy includes not only validation of data in terms of automation of migration-
upload-download scripts, but also maintaining consistency of data in terms of reconciliation and 
aggregation at various levels of granularity: portfolio, business unit, product, and exposure or facility 
levels. 
 
The quality of the results of risk models are only as good as the quality of their inputs. Therefore, it is 
crucial to verify the quality of data inputs by verifying data integrity with respect to aggregation of risk 
exposures and to validate correctness and accuracy of the historical data. 
 
Statistical analysis of data is another important step in data validation, which includes univariate analysis 
and descriptive statistics for each risk driver, their correlation and contribution to the final model 
outcome. The analysis of data elements includes: (i) the comparison of results with tolerance levels and 
expectations, (ii) reports on sampling of data (i.e. system reconciliations and consistency checks), and (iii) 
reports on population stability to assess whether the accuracy/integrity of data is maintained and 
whether the reference universe is stable and consistent through time. 
 
 
Figure 5: Data Validation: Integrity-Accuracy and Statistical Analysis 
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Risk Model Performance 

 
The Risk Management Framework should also provide an automated approach to assess risk model 
performance. Model Performance assessment should include at least three key components7:  
 
(a) Model Accuracy and back testing. The aim is to verify the accuracy and performance of models. For 
example, in case of probability of default models, the aim is to assess the accuracy of the probability 
assigned to a future loss event. The Accuracy Ratio (or Gini Coefficient) is a metric commonly used to 
assess the performance (explanatory power) of each risk driver and the overall model. The back-testing 
involves the comparison of the “ex-ante” risk assessment with the ex-post, or realized loss.  
 
(b) Benchmarking. This term refers to the comparison of the drivers and performance of the model with a 
comparable external model. The Hit-Rate Analysis is an approach that allows this comparison and permits 
the calculation of convergence and divergence indexes to address the severity of discrepancies between 
two models.  
 
(c) Exceptions and overrides. This is relevant for regulators as it refers to the exceptions and manual 
corrections of the results delivered by the models. The statistical and qualitative analysis of the overrides 
aims to highlight patterns in reasons for exceptions, frequency of overrides and the effectiveness of the 
model forecast pre and post manual intervention.  
 
Figure 6: Risk Models Performance: Back-testing, Benchmarking and Overrides 
 

 
 
 

 
7 Butera, G., & Faff, R. (2006). An Integrated Multi-Model Credit Rating System for Private Firms, Review of 

Quantitative Finance and Accounting, 27(3), 311-340. 
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Risk Reporting 

 
An effective risk reporting system provides standardized and valuable insights at varying levels of 
granularity, in line with the end-user requirements. Effective Risk Reporting is based on sound risk data 
reconciliation, which is essential for providing board and senior management with aggregated risk 
information.  
 
Effective risk reporting encompasses not only reporting on business performance and risk measurement, 
but also includes monitoring and reporting on data integrity/accuracy and model performance at various 
levels, for internal and external stakeholders from model developers and testers to risk managers and 
CROs, risk executive committees and financial regulators.  
 
The flexibility of the basic reporting elements - aggregation, visualization, in-memory processing, what-if 
analysis - is a pre-requisite for efficient and effective risk reporting. Irrespective of the platforms used 
(Oracle, SAS, Axiom to name a few), the assessment of data integrity and model performance needs to be 
supported by a flexible and effective risk reporting solution. 
 
An effective reporting solution should promptly respond to disparate requests, whether monitoring 
model performance of various bank portfolios in real time, measuring and reporting risk/return profiles 
for customers, or providing answers to requests from regulators on data quality and model performance. 
 
Figure 7: Effective Risk Reporting 
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Table 1: Key Risk Data and Models Reporting Levels 
 

 

Key Reporting Levels for Risk Data Accuracy  

and Risk Model Performance 

 

Level 3 Reporting- CRO and Board 

Risk Reporting for CRO and Board should summarize data quality and model performance 

information, allowing a high-level monitoring of: 

• Accuracy of all models’ performance and trends through years 

• Details on portfolio coverage by models 

• Summary of results of Overrides analysis 

• Overall Model performances and severity of warnings 

 

Level 2 Reporting - Internal Audit and Regulators 

Risk Reporting for Internal Audit and Regulators should focus on consistency checks on integrity 

of data and overall performance of all models. This includes: 

• Records containing attributes with outliers’ values 

• Implausible data records and data integrity assessment report 

• Audit trail of data source - records of data excluded and / or manipulated 

• Overall performance of all models over an entire economic cycle 

 

Level 1 Reporting - Validation team 

Risk Reporting for the Independent Validation Team is thoroughly detailed with sections on: 

• Data quality and integrity though statistical and qualitative analysis 

• Discriminatory power of each risk driver and the overall risk model 

• Report on inconsistencies via benchmarking, and convergence /divergence index 
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Final Remarks 

Financial Global Regulations focus specifically on IT Risk Infrastructure, and on the ability of FIs to assess 
data accuracy and integrity, monitor risk model performance and provide effective reporting. 
 
Business requirements, on the other hand, are driven by the responsibility of the board and senior 
management to know, understand and certify the risk position of the organisation. 
 
These regulatory and business imperatives are presenting new challenges to the Risk-IT functions in three 
key areas:  
(a) Risk Data Management, (b) Risk Model Validation, and (c) Risk Reporting 
 
In transforming risk analytics into tools that enable a new way of doing business, the automated 
assessment of data accuracy and model performance assumes a central role. For IT Infrastructure to 
provide comprehensive reporting services, the optimal solution should be based on automated and 
reusable components for reconciliation of data and aggregation of risks. These components will ultimately 
allow, when required, an effective drill-down of details for further investigation on reported information. 
 
The operational benefits of having a Data and Model Validation Framework range from providing a 
modular solution for the standardization and automation of validation procedures, to limiting off-system 
data manipulation, thereby reducing operational risk.  
 
The economic benefits for performing automated and centralized assessment of data integrity and model 
performance can lead up to a 70% reduction in current costs associated with personnel, inefficiencies due 
to inflexible/non-reusable solutions and delays in execution.  
 
It is important to take advantage of synergies between compliance with regulations aiming to reduce 
operational risk, and the business imperative of seeking efficiencies.  The ability to respond to these 
regulatory trends effectively and holistically with fully-automated solutions and frameworks will be a key 
element in defining the industry leaders of tomorrow. 
 

*  *  * 
 
If you would like to know more about Nixora Group’s Risk Model Validation Framework, please contact us 
for a consultation, connect with us on LinkedIn, follow us on Facebook and Twitter or visit our web site 
nixoragroup.com.au. 
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