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The information provided in this whitepaper does 

not, and is not intended to, constitute legal advice: 

All information, content, and materials available in 

this paper are for general informational purposes 

only and may not constitute the most up-to-date 

information, legal or otherwise. The information 

provided herein is intended for educational and 

training purposes and is in no way meant to be a 

fully reflective or exhaustive analysis of the topics 

discussed herein. This report is not intended to 

be operationalized as an independent means of 

lowering risk, avoiding or mitigating liability, or 

expense relating to any of the topics covered herein. 

Readers of this whitepaper should contact their 

attorney to obtain advice with respect to any of 

the topics covered herein. Readers of this paper 

should refrain from acting based on information 

in this document without first seeking legal advice 

from counsel in the relevant jurisdiction. Only 

your individual lawyer can provide assurances 

that the information contained herein–and your 

interpretation of it–is applicable or appropriate to 

your situation. 

The content in this whitepaper is provided “as is”; no 

representations are made that the material is error-

free, timely, accurate, or could lead to any benefit to 

the reader.

A disclaimer to keep our lawyers happy! 
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Executive Summary

Wire fraud continues to threaten real estate 

transactions and when an incident occurs, all parties 

involved in the transaction face the risk of being 

sued and held liable for the loss.  

While the real estate and title industries have 

wrestled over whose problem this is to solve, 

billions of dollars have been lifted from consumers 

and title companies’ pockets. With lightning-like 

speed, plaintiff lawyers have flooded the courts 

with thousands of cases involving wire fraud losses. 

Consumers and businesses who have lost funds due 

to wire fraud are marching into court hoping to hold 

title companies, real estate professionals, banks, and 

lawyers liable for failing to protect them from the 

loss. 

What does this mean for the industry participants 

involved in transactions when a fraud takes 

place? 

Who is liable? What steps should be taken to 

prevent wire fraud?  

Is there anything that can be done to prepare to 

defend against a wire fraud lawsuit? 

Over the past year, we have reviewed nearly 3,000 

court cases involving electronic funds transfer 

fraud (e.g., wire and ACH transfer fraud). We have 

closely analyzed over one hundred cases involving 

wire fraud in real estate transactions and have 

summarized the findings of fifteen cases for this 

whitepaper. A close analysis of court cases involving 

wire fraud losses provides a guide to improving 

communication, processes, and security to prevent 

system breaches and subsequent fraud. This can 

also help create the best possible legal positioning to 

defend against legal action should an event occur.

This paper does not debate the issue of legal liability 

or fault as it relates to one legal theory over another 

or one transaction party versus another. A vast 

majority of civil cases filed in the United State settle, 

so actual legal liability or fault is rarely determined. 

This creates a challenge to industry professionals 

seeking to improve processes and security to match 

what is a moving standard of care based not only on 

court decisions but also on pleadings. 

The level of preparedness and 
commitment by a company to 
meet or exceed the standard of 
care to others in the transaction 
may mean the difference between 
preventing fraud or writing a check 
when fraud takes place. 

“

                                                                                              

If a wire fraud occurs in a real estate transaction, one 

or more of the following legal theories are likely to 

be used against some or all transaction participants 

named in the lawsuit:

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 
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Negligence 
Someone owed a responsibility to the plaintiff that 

was breached, the breach caused harm, and the 

plaintiff suffered damages.  This is a broad legal 

theory that may apply to everyone in the transaction. 

Breach of Contract 
An agreement exists, the plaintiff performed under the 

contract, the defendant did not perform, and due to the 

lack of performance, the plaintiff was harmed.  A written 

agreement may not be required to establish the basis of 

a contract between two parties. 

Breach of Fiduciary Duty
A claim for breach of fiduciary duty is basically a claim 

for negligence that involves a higher standard of duty.  

This duty is commonly established by parties that hold 

funds in trust for another party.  

Violation of Consumer Protection Act
Someone engaged in unfair or deceptive acts, those acts 

occurred in a commercial transaction, the acts affect the 

public interest, the acts caused harm to the plaintiff, and 

the plaintiff suffered damages.  Plaintiff lawyers have 

shown creativity when alleging these violations.

For a more comprehensive analysis of select cases that include the theories of liability listed above, see the attached Legal Supplement. For a more comprehensive analysis of select cases that include the theories of liability listed above, see the attached Legal Supplement.  

Educate the consumer
You must educate and inform others in the transaction about the clear and present danger of wire fraud – even if they 

intend to transact via check.

Even if it is not in writing, a contract may still exist
An implied contract may be established through the parties’ actions and, once established, that standard of care must 

be met, or liability may be imposed. 

Vigorously protect the transfer of funds
If you are handling funds for a third-party, you will likely be considered a fiduciary and be held to a heightened 

standard of care. 

If you say it, it needs to be true
If you say or market something to the public, be prepared to back it up. 

While in recent years the industries intersecting with real estate transactions have become more aware of 

the problem and have taken steps to prevent or mitigate wire fraud, more still needs to be done. Improving 

communications, processes, and security can lead to a more secure transfer of money between parties.

Companies and professionals seeking to prevent wire fraud and lower their risk of being held liable should one occur 

must consider the following principles that are common to most cases involving wire fraud losses: 

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 
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If money is lost due to a wire fraud, one thing 

seems certain - all parties in the transaction face 

the risk of being sued. A few years ago, law firms, 

title companies, and real estate professionals were 

brushing off the notion that they could be held liable 

if a consumer wired funds to a fraudulent account 

after being tricked. Those days are gone as cases 

have poured into state and federal courts with heart-

wrenching stories of consumers demanding to be 

made whole after their life savings were stolen and 

their dreams of homeownership dashed because 

they sent their money to a fraudulent account.  

Real estate transactions are a top target for fraud 

due to large sums of money being transferred 

between parties via wire transfer. This fraud 

represents a growing trend experienced by all 

businesses and consumers in the United States 

as cyber perpetrators take advantage of social 

distancing and remote working trends. Since the 

beginning of 2020, the Federal Trade Commission 

(FTC) has received more than 140,000 COVID-19 

related scams with losses exceeding $90 million.1 

Many of those relate to mortgage and real estate 

transactions.  

According to the FBI, the number of compromised 

computer systems and networks is up over 200% in 

2020, and reported system and device hacking has 

surged over 400% since earlier this year.2

Compromised systems and emails lead to social 

engineering, which, in turn, leaves all transaction 

participants vulnerable to wire fraud, ransomware, 

or other forms of cyber fraud. Last year, wire fraud 

topped the FTC’s list of reported payment types 

for the first time.  Similarly, the FBI reported that 

business email compromise (BEC) scams accounted 

for over half of the cyber-crime losses in 20193, with 

each complaint topping $75,000 on average.4 Since 

2016, the FBI estimates that BEC has cost businesses 

over $26 billion.5 

Top security firms have recently estimated that 

ransomware has increased 150% this year with 

businesses being targeted every 11 seconds – a 

21% increase in velocity over 2019. Ransomware is 

estimated to cost businesses over $20 billion next 

year.6 

I. Introduction

Sources:

1. Federal Trade Commission, COVID-19 and Stimulus Reports, June 2020

2. Aspenn Digital, Combatting Cybercrime During COVID-19, April 2020 

3. Federal Trade Commission, Consumer Sentinel Network Data Book 2019, January 2020

4. Federal Bureau of Investigation,  2019 Internet Crime Report,  February 2020

5. Federal Bureau of Investigation, Business Email Compromise the $26 Billion Scam,  September 2019

6. Linn F. Freedman, Ransomware Attacks Predicted to Occur Every 11 Seconds in 2021 with a Cost of $20 Billion, February 2020
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Cyber perpetrators continue to improve their 

timing and communications to trick consumers 

and title companies into transferring funds to 

fraudulent accounts. This is often accomplished by 

gaining access to an email account of a party in a 

transaction, harvesting details about an upcoming 

wire transfer, and impersonating a trusted party 

in the transaction to manipulate someone to send 

a wire to a scammer thinking they are sending it 

to the proper account. Once money arrives in the 

fraudster’s account, it can be immediately withdrawn 

or transferred to other accounts. 

Cyber perpetrators have created an elaborate 

network of money launderers or “mules” to move 

money between accounts to avoid detection and 

recall of the funds.  

Most real estate wire frauds average $200,000, 

creating an incentive to settle court cases to avoid 

the cost of legal fees required to defend a suit and 

mitigate the risk of a judgment to pay damages. 

Nearly all cases in this area settle because the 

cost of litigation could exceed the amount of 

damages requested by the plaintiff. Real estate 

transactions involve multiple licensed and regulated 

professionals, a long transaction cycle, countless 

communications between professionals and 

consumers, and the receipt and disbursement of 

third-party funds. This creates a perfect cocktail for 

plaintiff lawyers to bury defendants in discovery, 

motion practice, and trial preparation. In addition, 

a company’s reputation and brand may be tainted 

if word of a fraud and litigation is circulated in the 

media or on social platforms.

It may be irrelevant how strongly a company feels 

that they were not at fault for the wire fraud. Anyone 

can be named in a lawsuit and be forced to defend 

their personal or company’s actions, or inactions, 

against a litany of claims coming from plaintiff 

lawyers.  Still not convinced? If you are a justice 

seeker that identifies more with the idea of, “I didn’t 

do anything wrong, I’m not liable” think again. Nine 

out of ten cases filed in the United States end up in 

a settlement7, so your “day in court” will likely never 

come.  Instead, you will likely be buried in document 

requests, countless depositions, the reputational 

risk of being sued by someone that lost money 

in a transaction, and the media frenzy that may 

follow.  What’s more, if you have an insurance carrier 

or underwriter involved, they may take over the 

defense with the goal of making it go away as quickly 

as possible – oftentimes for an amount equal to the 

estimated costs to defend the case. 

Our goal of this paper is that you leave with a 

better understanding of the following:

• The primary ways or “legal theories” by which 

you may be named in a lawsuit.

• How litigation around wire fraud may serve as 

a guide to improve communication, process, 

and security to avoid a loss and litigation.

Sources:

7. American Bar Association, How Courts Work, September 2019
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II. What the court cases are saying and why we 
should care
Our goal in reviewing state and federal cases involving real estate wire fraud was to highlight common legal 

theories used by plaintiffs as they sue individuals and companies involved in a real estate transaction over a 

wire fraud loss suffered by their client. While we identified numerous other legal theories presented in the 

court pleadings, the following four theories were the most common: 

Negligence Breach of Contract

Breach of Fiduciary Duties Violation of Consumer Protection Laws 

More specifically, Table 1 provides a summary of the cases profiled in this whitepaper and the legal theories 

used by plaintiffs in the pleadings.

As Table 1 shows, negligence was the most common form of liability argued in the cases.  This may be a 

result of the relational structure in real estate transactions (i.e., consumers relying on licensed and regulated 

professionals to assist them in an important transaction) coupled with a fairly low standard of proof required 

in a negligence claim to find someone in breach and therefore liable for damages. The remaining theories 

found in the cases each have differing standards of proof, but all could be used effectively to hold law firms, 

title companies, and real estate professionals liable for a wire fraud loss suffered by a buyer or seller in a 

transaction.  

In the sections below, we further analyze how each one of these theories may apply to a wire fraud loss.  

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 
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TABLE 1: Summary of Legal Theories

Case Name Negligence Breach of 
Contract

Breach of 
Fiduciary Duties

Violation of 
Consumer 

Protection Act

Gei l s Home W isconsin LLC v.  Merit 
T it le ,  LLC et a l . ,  No. 2 0 18 C V 0 0 0 4 41 ( W I 
C ir.  Ct . ,  f i le d March 6 ,  2 0 18)

yes yes

W hite v.  C it y wide T it le Corp. et a l . ,  18 
C V 2 0 8 6 (N . D. I l l . ,  f i le d S eptemb er 16 , 
2 0 18)

yes yes yes

El Paso T it le Co. ,  Inc .  v.  J . P.  Mor gan 
Chase B ank N . A . ,  et a l . ,  No. 3 :17- c v -
0 0 3 0 3 - FM ( T X Dis t .  Ct . ,  E l  Paso Count y, 
f i le d Augu s t 8 ,  2 0 17 )

yes yes

Noble Capit al Management , LLC v. 
K irk patr ick et a l . ,  1:19 - C V- 0 0 0 4 9 
( W. D. N .C . ,  f i le d Februar y 14 , 2 0 19)

yes yes

Flor ida T it le and Proce s s ing v.  Nav y 
Fe d et a l . ,  2 : 2 9 – C V- 0 0 17 3 (M . D. Fla . , 
f i le d March 2 1, 2 0 19)

yes yes

A b solute E scrow v.  Wel l s Far go et a l . , 
2 : 2 8 - C V- 0 8 9 11 (D. N . J . ,  f i le d May 7, 
2 0 18)

yes yes yes

Hove spian v.  Guarantee d R ate Real 
E s t ate , LLC , 3 :19 - C V- 0 0 9 11 (M . D. Pa . , 
f i le d May 2 9, 2 0 19) 

yes yes yes

Newgren v.  W i lk ie et a l . ,  0 :18 - C V- 0 0 17 3 
(Minn . Dis t .  Ct . ,  A itk in Count y, f i le d 
Januar y 2 3 , 2 0 18)

yes yes yes

Butcher v.  L and T it le Guarantee 
Company, 2 0 17 C V 0 3 2 17 9 (Colo .  Dis t . 
Ct . ,  Denver Count y, f i le d June 14 , 2 0 17 )

yes yes yes

Mil lard v.  Doran , Index . No. 
15 3 2 6 2 / 2 0 16 (Sup. Ct . ,  N Y Count y, f i le d 
A pri l  2 8 ,  2 0 16 ) 

yes

Ace E scrow, Inc .  v.  Wel l s Far go B ank , 
N . A . et a l . ,  Case: BC 6 59 5 6 7 (Sup er.  Ct . 
Los A ngele s Count y, Augu s t 6 ,  2 0 18) 

yes yes

Luan v.  Ad vance d T it le Ins .  A genc y, 
L .C . ,  2 :13 - C V- 0 0 9 8 3 (D. Ut ah , f i le d 
O c tob er 2 9, 2 0 13)

yes yes yes yes

McCle l lon v.  B ank of A merica , N . A . , 
2 :18 - C V- 8 2 9 ( W. D. Wash . ,  f i le d June 7, 
2 0 18)

yes yes

T huney v.  L aw yer ’s T it le of A r izona , 
Inc . ,  et a l . ,  C V 18 - 0 1513 (D. A r iz . ,  f i le d 
May 18 , 2 0 18)

yes yes yes

Leithbridge Co. v.  Greenwich Insurance 
Company, 2 :19 – C V- 0 5 8 4 0 (Pa . Ct . 
Com . Pl . ,  Buck s Count y, f i le d De cemb er 
12 , 2 0 19) 

yes

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 
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III. Learning from the litigation

Understanding the structure and legal theories used in cases where a wire fraud occurred in a real estate 

transaction may serve as a helpful guide for companies and individuals looking to improve communication, 

processes, and security in order to lower the risk of fraud and potential litigation, should one occur. The 

sections to follow provide a review and analysis of the four most common theories used in these cases 

and examples of how each theory is presented in the court documents against a defendant such as a title 

company, law firm, bank, or real estate professional. Each theory carries its own unique elements of proof that 

must be satisfied by the plaintiff to hold the defendant liable for damages. 

THEORY 1

Negligence
Meeting the standard of care

[The Title Company], had a duty of reasonable care in conducting 

the closing, including disbursing funds to the proper parties, and 

notifying the parties to the escrow of potential fraud.

“
WHITE V. CITYWIDE TITLE CORP. ET AL., 18 CV 2086 (N.D. ILL. SEPTEMBER 16, 2018)

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 
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THEORY 1: Negligence – Meeting the standard of care
 

1. Duty  
The defendant owed a duty to the plaintiff. In the 

case of a real estate transaction, this duty could be 

one of acting with reasonable care as it relates to 

the sending of wiring instructions, communicating 

the risk of wire fraud, or confirming bank credentials 

before money is transferred out of an escrow 

account.

2. Breach  
A breach of a duty owed to the plaintiff by the 

defendant. In the case of money transfers, this could 

be the lack of identity verification, failure to use 

secure communication protocols when transmitting 

sensitive or private information, or failing to follow 

internal processes meant to prevent fraud.

3. Causation  
There is a link between the defendant’s breach of a 

duty and the plaintiff suffering a loss. This link may 

be established based on risks that the defendant 

knew (such as the risk of wire fraud and the steps 

necessary to take in order to prevent it) or should 

have known (based on industry knowledge and 

other factors) that create a foreseeable connection 

between the breach of the duty and the loss to the 

plaintiff.  For example, if a title company employee 

sent wiring instructions via unsecure email to a real 

estate agent with instructions to forward them to 

the buyer and the buyer followed the instructions 

and money landed in a fraudulent account, 

it is foreseeable that this could occur as cyber 

perpetrators commonly take over email accounts 

and introduce fraudulent wiring instructions to 

consumers.  

4. Damages
The plaintiff must prove actual harm or loss resulting 

from the defendant’s breach of a duty. In the case of 

wire fraud, this is a relatively easy hurdle to cross by 

showing the amount of funds that were stolen by a 

fraudster.  

Negligence is a failure to exercise the care that a reasonably prudent person would exercise in like 

circumstances. Negligence claims stem from one party being injured by another party outside of a written 

agreement or violation of law. To prove negligence, the plaintiff must show the following four legal elements:

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 
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THEORY 1: Negligence – Meeting the standard of care
 

Understanding the duty that may be owed to a Understanding the duty that may be owed to a plaintiff is the 

first step in identifying ways to improve your processes or technology to satisfy such duty. This may come in 

many different forms such as a company’s internal processes used to prevent wire fraud, the industry and/

or company knowledge around the issue, and requirement that such information be shared with others, and 

the overall industry standards around the security and protection of the transfer of funds in and out of escrow 

or trust accounts. More specifically, here are samples of the most common duties alleged by plaintiff lawyers 

against others involved in a real estate transaction where a wire fraud occurred: 

• Duty for safe transfer funds

• Duty to secure the exchange of wiring information 

• Duty based on preexisting knowledge

• Duty to communicate risk

• Duty based on professional experience and industry knowledge

• Duty to protect sensitive personal information

The sum of these duties begins to shape the standard of care that must be met to satisfy a duty owed to a 

plaintiff. As discussed in a previous paper from CertifID, Wire Fraud is Everyone’s Problem, the standard of care 

for title companies, lawyers, and real estate professionals continues to evolve and is fact and situation specific. 

This provides a wide lane for a judge or jury to hear evidence and create their own opinion of whether all the 

duties owed to the plaintiff were satisfied.  

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 
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THEORY 1: Negligence – Meeting the standard of care
 
Key Takeaways

Educate customers
Inform the client of the known wire fraud scams 

prevalent in today’s real estate market. You may be 

aware and actively preventing wire fraud in your 

workflow, but the average consumer is likely not. 

Such a gap in knowledge opens entry points in the 

transaction for fraudsters to insert themselves.

Explain how to safely transfer money
Expressly communicate the specifics, such as 

when and how the closing will take place and the 

procedures that will be used in the transaction. If 

you are deliberate and detailed in explaining your 

instructions, you not only reduce your personal 

liability, but also diminish the chances your client will 

utilize wiring instructions that do not match those 

which you instructed them to use.

Protect all personally identifiable 
information (PII)
Ensure all private and nonpublic information is only 

sent via secure mediums that meet the industry’s 

commercially reasonable standard of care. Simple 

solutions such as two-factor authentication and 

identity verification are the first steps toward 

ensuring transaction data remains secure, but it is 

important to stay abreast of new technologies and 

security measures that arise to confront the evolving 

standard of care and the new techniques fraudsters 

are implementing.

Here is a summary of the things to consider when seeking to satisfy a duty owed to someone you are 

representing or assisting in a real estate transaction:

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 



17

“

THEORY 2

Breach of Contract
Upholding your agreement

As part of the closing service, [the Title Company] agreed to 

manage the closing process for the Closing in a reasonable manner 

for the Closing to successfully transfer the real property.

We enter contracts every day of our lives. Some include a written document or clear oral exchange between 

parties that spells out the terms relating to the goods or services and payment being exchanged. This formal 

agreement is commonly referred to as an “express” contract. When a party fails to perform their obligations, 

the terms of this agreement are reviewed to decide if someone is at fault for a breach.  

The other form of a contract is not quite so simple– this involves an “implied” contract between two parties. 

Instead of a written document or clear oral terms agreed to by the parties, an agreement is implied based on 

facts and circumstances or course of conduct between the parties.

  

GEILS HOME WISCONSIN LLC V. MERIT TITLE, LLC ET AL., NO. 2018CV000441 (WI CIR. CT., 
MARCH 6, 2018)

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 
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THEORY 2: Breach of Contract – Upholding your agreement 

The law does not distinguish between contracts created by words (written or oral) and those based on the 

conduct of parties. When interpreting the duties and obligations of each party in an express contract, the 

courts will review the written contract or, if the contract was made orally, based on the parties’ testimonies.  

If the contract is implied, the court will infer what the parties intended based on their conduct toward one 

another as well as industry standards that may relate to the type of goods or services being exchanged.  

As it relates to wire fraud in real estate transactions, lawyers and real estate professionals often enter 

express contracts with buyers and sellers to assist with buying or selling real estate. By contrast, most title 

and settlement providers do not enter into an agreement with buyers or sellers upfront, but rather start to 

perform services on their behalf at the request of the lawyer or real estate professional that requested the 

title order or opened escrow. While this may seem like a legal nuance, it is important to note that all parties 

representing a buyer or seller in a real estate transaction should assume they are doing so under the terms 

of an express or implied contract and, therefore, may be held responsible under breach of contract claims 

should something go wrong.  

Breach of contract claims are exactly what the name implies: a breaking of a contract by one of the agreeing 

parties. To prove that a breach of contract has occurred, the plaintiff must prove the following four elements: 

1. Evidence of Agreement
Whether in writing, made orally, or based on the actions taken by the parties, the plaintiff must demonstrate 

that an agreement was made for the exchange of goods or services. 

2. Plaintiff Performance
The plaintiff must prove they upheld their side of the contract or had a good reason why they were unable to 

perform their obligations. 

3. Failure to Perform
The plaintiff must demonstrate that the defendant failed to uphold their end of the bargain.

4. Damages
The plaintiff must show a connection between the defendant’s breach of their obligations and actual harm to 

the plaintiff. In the case of wire fraud, this is a relatively easy hurdle to clear by simply showing the amount of 

money that was stolen by a fraudster.  

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 
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THEORY 2: Breach of Contract – Upholding your agreement 

Plaintiffs in recent real estate wire fraud cases have shown creativity when including breach of contract claims 

in their pleadings, particularly as it relates to implied agreements against title and escrow companies. Here are 

a few examples of how implied agreements have been alleged against title companies involved in a real estate 

transaction:

• Title company agreed to and was obligated to follow the correct wiring instructions.

• Title company agreed to manage the closing process in a reasonable manner to successfully transfer       

the property from seller to buyer.

By simply opening a title or escrow file and commencing work on the transaction, a title or escrow company 

may be agreeing to an implied contract and, therefore, may owe contractual duties to a party. 

“
An order acknowledgment or email indicating that work will 
commence could be further proof of such implied agreement. 

Once an agreement is established, plaintiff lawyers have shown no shortage of reasons why a contract was 

allegedly breached in situations where wire fraud occurred. These include: 

• Unreasonably managing the closing.

• Failure to notify the plaintiff of the known wire scam.

• Failure to properly communicate closing procedures.

• Failure to inform the plaintiff when and how to wire the closing funds.

• Failure to inform the plaintiff when closing would occur.

• Failure to send nonpublic personal information only through secure mediums.

• Failure to institute two-layer security on all nonpublic personal information.

• Failure to institute verification safeguards in delivering wire instructions.

• Responding to forged and fraudulent email directions, written in nonstandard English.

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 
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THEORY 2: Breach of Contract – Upholding your agreement 

These claims of breach of contract are broad and strike to the heart of a company’s operations, employee 

training, network security, and overall level of communication and awareness to the party that was harmed. 

Like claims of negligence, plaintiff lawyers have the benefit of hindsight when arguing what could or should 

have been done to prevent the fraud. All great companies intend to do the right thing, but as it relates to 

breach of contract, intent does not play much of a role. It is what the company could have done or simply 

failed to do that will be judged. The smallest lapse in judgment or failure to fully comply with a company 

procedure could lead to a wire fraud loss and expose the company to liability. 

Key Takeaways
Many of these alleged performance failures emphasize how advanced internal security measures in your 

workflow are becoming an industry standard in the eyes of the court. Phrases such as “unreasonably 

managing” or “commercially reasonable standard of care” are vague and ill-defined, which furthers the plaintiff 

lawyers’ ability to get creative with their breach of contract claims. When entering a contract with a client in a 

real estate transaction, it is important to focus on the following:

Assume a contract exists  
No matter the capacity of your role as a real 

estate transaction participant, you have entered a 

contractual obligation in which you must perform 

with commercially reasonable care under a 

certain standard of care. Even in cases with vague 

contractual structures, the relationship between 

transaction participant and client embodies a 

contract with demanding legal obligations attached. 

Understand the standard of care
You are an industry professional, and as such, you 

must act with a commercially reasonable standard 

of care. Informing clients of the rising issue of wire 

fraud, heightening internal security measures, and 

changing your workflow to combat wire fraud are no 

longer optional for your business if you wish to avoid 

being held liable.

Protect the transfer of money 
With regard to the actual wiring of monies in the 

transaction, if you respond to or send money to a 

fraudster, no matter the origin of the fraudulent 

communications, and you initiated the wire, you 

are likely liable for the funds and are in breach of 

contract. 

Educate and safeguard consumers about 
the risks
Not only is it in the buyer or seller’s best interest to 

ensure they don’t send their money to the wrong 

account, you are also encouraged to safeguard their 

actions and assist them in correctly transferring 

funds under a fairly certain threat of legal litigation. 

They are not the industry professionals, and it is your 

task to protect them against any unknowns they may 

encounter.
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“

THEORY 3

Breach of Fiduciary Duties
A heightened standard of negligence

An escrow agent has a fiduciary relation of trust and confidence 

to the parties to the escrow, in this case to the Plaintiffs.

A fiduciary duty is a heightened obligation where a party knowingly agreed to act in the best interest of the 

other party. Fiduciary relationships often center around a unique reliance that one party has to the other or 

a high degree of trust that must be placed in the hands of a party due to their position or duties they may 

perform in a transaction. A claim for breach of fiduciary duty is basically a claim for negligence that involves a 

higher standard of care. The elements to prove such breach include: 

THUNEY V. LAWYER’S TITLE OF ARIZONA, INC., ET AL., CV18-01513 (D. ARIZ., FILED 
MAY 18, 2018)
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THEORY 3: Breach of Fiduciary Duties – A heightened standard of negligence 

1. Duty
The defendant owed a fiduciary duty to the plaintiff. 

This goes beyond professional negligence and 

requires a further violation of trust, confidence, or 

loyalty to the plaintiff. In the case of a real estate 

transaction, it could be argued that agreeing to 

accept and safely disburse funds places a fiduciary 

obligation on the part of the title or escrow company 

to the other parties in the transaction. 

2. Breach 
The defendant breached a fiduciary duty to the 

plaintiff. This is often alleged through a lack of 

security protocols, failing to educate consumers 

about the risk of wire fraud, failing to secure funds, 

failing to safely transfer funds to the appropriate 

party, or misrepresenting the safety and security of 

the funds’ transfer process.

3. Causation
There is a direct connection with the breach of 

fiduciary duty and the loss sustained by the plaintiff. 

Failing to notify plaintiff of the risk of wire fraud, 

failing to use industry standard security measures to 

protect networks from third party intrusion, failing to 

confirm identity and bank account credentials before 

funds are wired out of an escrow account– these are 

examples of the link that may be created to prove 

the defendant’s actions, or inactions, led to the 

plaintiff’s loss. 

4. Damages 
The plaintiff must show that damages were 

sustained due to the breach of fiduciary duty. 

Without actual damages, it is difficult to hold a 

defendant liable. 

Establishing a breach of fiduciary duty hinges on the plaintiff’s ability to prove one existed. In the absence of 

an express acknowledgment or agreement to act in a fiduciary capacity, plaintiff lawyers have alleged that title 

and escrow companies and attorneys are fiduciaries to their customers and have breached this duty in the 

following ways: 

• Failure to properly warn the client of the risk associated with the theft of their data and private 

information following a security breach.

• Failure to warn the client regarding wire fraud scams known across the real estate industry.

• Failure to exercise such skill, prudence, care, and diligence as other members of their profession 

commonly possess and exercise.

• Failure to secure client’s funds.

• Acting in response to forged and fraudulent email directions, written in nonstandard English, to wire 

those funds to a stranger, without verifying the email directions.
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Such broad claims challenge the title and escrow industry to examine their technology, processes, and 

information shared with their customers if they intended to defend against such claims in the event of a wire 

fraud loss and subsequent litigation.  

Key Takeaways
Proving a fiduciary duty that goes beyond professional negligence may be hard without an express 

acknowledgment from the party acting in such a capacity.  These claims hinge largely on the nature of the 

relationship, duties performed, unique position of a party, and the level of confidence and trust placed by one 

party into the hands of another.  By their nature, escrow and other forms of trust accounts are unique as a 

party agrees to accept, safely hold, and securely disburse funds for the benefit of others. Does this amount 

to a de facto fiduciary duty that is owed to all parties? Again, it will depend on the facts, but plaintiffs seem to 

think so. Here are some things to consider if you are managing an escrow, trust, or interest on lawyers trust 

account (IOLTA): 

THEORY 3: Breach of Fiduciary Duties – A heightened standard of negligence 

Actions and inactions are important
Breach in fiduciary duty litigation claims may hinge 

on the actions or inactions of a party that increase 

fraud risk for the plaintiff. Advanced security 

protocols, timely and accurate education to clients 

about the risk of wire fraud, industry-standard 

identity and account verification measures, and post-

breach procedures for identifying and mitigating 

loss are all examples of the measures you should 

consider to avoid a successful claim should a wire 

fraud take place. 

Take action to drive awareness and 
engagement
Taking the time to educate your referral partners 

about the risk of wire fraud and the need to institute 

defensive measures in the areas of security, process, 

and education could pay sizable dividends when 

avoiding liability. Contributory fault is a major factor 

in wire fraud cases. Being able to demonstrate the 

proactive steps taken to not only prevent fraud 

on your organization, but also to educate your 

ecosystem of customers and referral partners could 

mean a great deal when it comes to determining 

percentage of fault in a lawsuit.
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“

THEORY 4

Violation of Consumer Protection Acts
Deceptive business practices 

By choosing electronic email to communicate with clients, [the 

Title Company] engaged in unfair methods of competition and 

unfair or deceptive acts and/or practices.

Consumer protection laws exist at the federal and state level and are aimed at safeguarding consumers 

against abusive business practices.  These laws serve as a shield to protect the vulnerability of consumers in 

business transactions.  Most breach of consumer protection law claims include allegations that a business 

engaged in unfair or even fraudulent practices to outperform or undercut their competitors. This activity, if 

continued, would harm consumers and, therefore, must be stopped. While breaches of consumer protection 

act claims rely heavily on the facts and circumstances between the consumer and the business in question. 

The consumer or regulatory authority must (in most cases) prove the following elements to bring a claim:

WHITE V. CITYWIDE TITLE CORP. ET AL., 18 CV 2086 (N.D. ILL., SEPTEMBER 16, 2018)

CERTIFID LLC © 2 02 0 |  HELLO@CERTIFID.CO M 



25

THEORY 4: Violation of Consumer Protection Acts – Deceptive business practices 

1. Defendant engaged in unfair or 
deceptive acts
Demonstrating an unfair or deceptive act may be as 

simple as showing how a company represents itself 

to the public on its website or through print media. 

Stating that services will be performed at a certain 

level or that the company is “best practice certified” 

are examples of how plaintiff lawyers have alleged 

unfair and deceptive acts against participants in a 

transaction. 

2. The act(s) occurred in commerce
The unfair or deceptive act occurred in connection 

with a commercial transaction between the plaintiff 

and the defendant. 

3. The act(s) affect the public interest
The continuation of the unfair or deceptive act on 

the part of the defendant could harm others in a way 

that the plaintiff was harmed.

4. Causation
The unfair or deceptive acts of the defendant led to 

the loss sustained by the plaintiff.

5. Damages
The amount of loss incurred by the plaintiff due to 

the unfair or deceptive acts. 

When seeking to satisfy the elements required to 

bring a cause of action for breach of consumer 

protection acts against a party in a real estate 

transaction, plaintiffs often look to the statements 

and assurances made to the public regarding the 

performance, experience, satisfaction, or security 

offered to a consumer if the party in question is 

used. Here are some common allegations used 

against transaction participants in this area: 

• Choosing electronic email to communicate 

with clients, agents, and others in a real estate 

transaction.

• Representing that data could be protected and 

maintained securely.

• Representing the adequate performance of 

the escrow function.

• Initiating email communications regarding 

sensitive information, including the transfer of 

funds. 

• Encouraging the use of email to transfer 

sensitive information about a real estate 

transaction.

• Failing to inform others about the risks 

associated with sharing sensitive information 

through email communications.

• Failing to offer a secure alternative to share 

sensitive information, including information 

relating to the transfer of funds.

• Failing to safeguard private data.

• Failing to prevent a security breach that lead to 

the theft of private information.

• Failing to notify others of a breach of security 

and the theft of private information.
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THEORY 4: Violation of Consumer Protection Acts – Deceptive business practices 

Key Takeaways
Consumer protection laws are meant to protect consumers as they engage in business dealings. Depending 

on the state and the circumstances surrounding a lawsuit, they may have broad legal implications as these 

cases may be brought by individuals or governmental bodies such as an attorney general, Department of 

Justice, Federal Trade Commission, or other similar entities. How a company does business as compared 

to what it says to the world about its level of experience, service, and security are at issue. All statements 

made on websites, interviews, social media posts, blogs, and other forms of advertisements to the public 

may be used against a company if it can be proven that such statements go beyond general claims of service 

quality and amount to statements of material fact on which the consumer relied. In the cases we analyzed, 

plaintiffs quoted websites, media releases, social media posts, advertisements, and other forms of company-

generated materials to draw a distinction between what a company says to the public as compared to what 

the plaintiff experienced. Breach of consumer protection claims may also center on a failure to institute secure 

communication and protect the personal information and data of parties in a transaction. This expectation 

gap, when proven it was material and relied on by the consumer, is where a company could find itself exposed 

to liability for breach of consumer protection laws. To lower the risk of a consumer protection law violation, 

consider the following:

Hire counsel for a “State of the Union” 
analysis
Understand the federal and state laws that govern 

your operations. Engage legal counsel to reverse 

engineer a lawsuit to highlight potential claims that 

may be brought against you in the event of a wire 

fraud loss due to statements the company is making 

to the public that it may not be able to satisfy. 

If you say it, do it
There is no need to pontificate when it comes to 

marketing and self-promotion.  Review your website, 

sales collateral, email message taglines, social 

media posts, blog articles, and all other public-facing 

materials to ensure the statements being made 

are backed by documented experience, process, 

procedure, and security measures.  

Continue to evolve to meet industry 
standards
As you continue to enhance your offerings to 

consumers, make sure you follow current industry 

standards as they change. It is a company’s 

responsibility to make sure it remains compliant with 

industry standards, and it should stay connected 

with trade associations, insurance requirements, 

regulatory guidance, changes in law, case decisions, 

and other media around this topic. Any significant 

change should trigger a review of your consumer-

facing messaging, security protocols, processes, and 

procedures to make sure what you deliver aligns 

with current best practices and your statements to 

the public. 
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Other legal theories worth noting
In addition to the four main legal theories discussed above, we found several other theories alleged by 

plaintiffs when seeking to obtain a judgment against other transaction participants in a real estate deal.   

These included: 

• Fraud

• Conspiracy

• Conspiracy to Commit Fraud

• Negligent Hiring, Supervision, and Retention

• Money Had and Received

• Invasion of Privacy

• Conversion

• Fraudulent Misrepresentation

• Unjust enrichment

Plaintiffs are demonstrating a high degree of legal creativity when alleging potential liability under these 

theories, especially in real estate wire fraud where large sums of money are moving between many different 

entities, and where consumers are typically harmed. When you enter into a real estate transaction as a 

title company, escrow agent, lawyer, real estate agent, or any other participant, you assume broad duties 

and a heightened standard of care and must ensure the safe and proper transfer of funds. Failing to do so 

may expose you to a litany of legal theories to defend against. It may also trigger disclosure requirements 

in connection with professional licensing, underwriting, and insurance - whether the allegations are true or 

legally determined. 
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IV. What this means for professionals in real estate 
transactions 

It is time to raise the bar and improve the process to secure incoming and outgoing wire transfers from escrow 

and trust accounts. A new standard of care is emerging, and it requires all transaction participants to protect 

themselves and each other from loss. In the age of digital communication, mobile devices, and the exchange 

of PII, this duty includes many new protections. Safeguarding devices, data, networks, and accounts from 

being breached; securely collecting and storing PII; confirming the identity of the parties in a transaction; 

and encrypting the transfer of sensitive information are no longer cutting-edge practices, but rather are 

requirements to keep all parties in a transaction safe. 

Until recently, transaction participants struggled with understanding the lines of liability that may exist if 

someone in a transaction loses money due to a cyber fraud. 

• If the buyer wires funds to a cyber perpetrator, is it the title company’s fault for sharing its wiring 
information in a non-secure manner?

• Is the lender at fault for circulating, through unencrypted email, a closing disclosure that includes the 
amount that the buyer is required to wire to the title company for closing? 

• Is the real estate broker or agent responsible for confirming the wiring instructions before funds are 
transferred? 

• If a real estate agent’s email is compromised and the title company is spoofed, who is liable when the 
buyer wires funds to a fraudulent account after receiving fake wiring instructions? 

• Is the bank liable for failing to match the account name on the incoming wire with the actual name on 
the account where the funds are deposited?

• How can anyone be liable to a buyer who is tricked at the last minute because the fraudster called 
them and impersonated the title company and convinced them to wire funds? 

Litigation activity involving wire fraud losses in real estate transactions is beginning to answer these questions. 

While the issue of wire fraud and liability may be a confusing topic, the court cases in this area serve as a guide 

to improving communication, processes, and security to prevent a system breach or fraud as well as create 

the best possible legal positioning to defend against a legal action should an event occur. Due to the nature 

of the loss and the parties involved in real estate transactions, the principals outlined in this paper may have 

applications in other industries that serve in a representative or fiduciary capacity for the benefit of others. 

Lawyers, real estate professionals, financial planners, consultants, and advisors face the same risk profile if 

they do not adhere to best practices concerning communication, data and device security, information sharing, 

and the secure transfer of funds. 
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V. Conclusion and Recommendations 

As the standard of care continues to evolve, your responsibilities to protect your clients and ensure the 

successful and safe transfer of their funds will continue to change. The good news is this risk is manageable, 

but it takes intention, investment, and a commitment to embark on the journey of education, engagement, 

and the safe transfer of money on all transactions. As a starting point, here is a self-audit guide on your 

procedures to test if you are meeting the commercially reasonable standard of care:

10 Questions to Limit Wire Fraud Exposure
1. Are you compliant with current industry standards around network security, data protection, and the 

secure transfer of personally identifiable information (PII)?

2. Did you take steps to secure your company and personal emails and other digital platforms through 

recognized services such as complex password management, multi-factor authentication, and/or identity 

verification?

3. Did you notify and warn your client of the prolific wire fraud scams known across the real estate industry 

and adopt measures to prevent it? 

4. Did you communicate and inform the client of the expected closing procedures, such as when and how to 

wire closing funds in a secure manner? 

5. Did you institute safeguards in delivering wire or payment instructions apart from email?

6. Did you take commercially reasonable care in the controlling, securing, and disbursing your client’s funds?

7. Did you provide a commercially reasonable standard of care in executing your responsibilities in the 

transaction, and can you prove you did so?

8. Are you aware of any contract you may have entered by assuming your role as a participant in a real estate 

transaction and the contractual duties that come with that role?

9. Are you aware of the fiduciary duty you may have accepted and your responsibilities as such when entering 

a real estate transaction? 

10. Do you have a post-breach response and notification plan that meets state and federal laws? 
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Let’s Start Together
 

There is no single solution to keep companies or consumers safe from wire fraud. Rather, it is a layered 

approach to security that includes communication, procedures, processes, security, and technology working 

in harmony together to lower the risk profile on each transaction. Staying connected to the evolving threat of 

fraud and staying ahead of that threat is a requirement for all companies going forward. 

CertifID is here to help all companies on this journey. Our easy to use technology ensures the safe transfer of 

funds between parties. Through proper identity verification and the secure exchange of wiring instructions, we 

keep the bad guys out of the middle of the wire transfer process. If you are ready to experience a higher level 

of trust and security in your operations, get in touch with us at: hello@certifid.com.

About CertifID 
 

CertifID provides money transfer protection for all participants in real estate transactions. Its proprietary 

solution protects businesses and consumers from fraud by securely transferring bank account information. 

CertifID guarantees each wire up to $1 million after identities have been confirmed and wiring instructions 

are securely shared. Learn how to easily implement CertifID into your workflow without disrupting your wire 

system, your bank, or your software by visiting: www.certifid.com
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