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PRIVACY POLICY
This policy outlines how your personal data is collected and processed when you use our
website www.dxheroes.io. We are DX Heroes CZ s.r.o., ID� 08675708, with registered office at
Rohanské nábřeží 670/19, Prague 8, 186 00, with contact email: info@dxheroes.io (hereinafter
as We, Us or the “Company”), and We will process your data as a data controller. There are
three forms on our website through which We may collect your data. We also collect basic
information from cookies.

We try to describe everything as clearly and simply as possible in this document. However, if
you still do not understand some terms such as personal data, processor, controller, etc.,
please contact Us at info@dxheroes.io.

1. What information doWe collect?

We collect the following:

● Information that you provide when you contact Us. There is a contact form on our
website where you can leave Us a message. Due to this fact, We may process your
name, surname, email address, and the information you provide in your message. If you
also choose to join Us on Slack, We may process the information you provide there.

● Email address that you provide to Us when you use our Send message button.

● Information that you provide to Us in response to a job offer posted on our site. We
may process your name, surname, email address, and any information you provide in
the message, such as your CV.

● Information about your activity on our website. When you visit our website, your
activity there is recorded. We use the cookie technology for website traffic analysis. We
collect information on the number of your visits to our site, their duration, and We track
your activity there. This information is never linked to your personal data. You can find
out more on how We process cookies in the appendix to this document.

2. How doWe collect information and on what legal basis?

Contact form:

There is a contact form on our website where you can leave Us a message. Due to this fact, We
can process your name, surname, email address, and the information you provide in your
message. We collect all this data in order to respond to your question, offer, or inquiry. The
legal basis for data processing that applies in this case is the necessity to perform a contract
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under Article 6�1)(b) GDPR, as in many cases this may constitute the start of contractual
negotiations. Furthermore, under Article 6�1)(f) GDPR, data processing may be based on our
legitimate interest, which is the need to answer the visitors’ questions and to ensure Company
operation.

We will retain personal data for the duration of our communication. If We subsequently start
cooperating, We may retain the data and communications for the duration of our partnership.
The data collected from the form (name, cover letter, contact information) is sent to our
communication tool provided by Slack Technologies Limited. You can find out more about this
company’s privacy policy here: https://slack.com/intl/en-cz/trust/compliance/gdpr. All personal
data is stored exclusively in the EU.

You also give Us your consent under Article 6�1)(a) GDPR to subscribe to our newsletter. Your
consent means that We will start sending you news about our Company, interesting offers, etc.
You can withdraw your consent at any time. You will continue to receive the newsletter until
you withdraw your consent by sending an email to info@dxheroes.io stating that you no longer
wish to receive it. You can also opt out by clicking on the unsubscribe button in any of the
newsletters sent to you.

“Messenger” button:
On our website, there is a “messenger” button that facilitates sending messages to Us. If you
don't want to wait for a reply, you can share your email address with Us and We will contact
you �We will save the email address to our Mailchimp account). The legal basis for data
processing is the necessity for performance of contract according to Article 6�1)(b) GDPR
whenever our communication leads to a contractual relationship. At the same time, data
processing may be based on our legitimate interest under Article 6�1)(f) GDPR, which is to
answer the questions asked.

Job offer form:

We post job offers on our website. If you are interested in a job, you can contact Us via the
form accompanying the listing. In the form, We ask you to fill in your name, surname, telephone
number, email address and other contact and professional details. We will use this data for the
purpose of a job interview, the legal basis being the need to perform the contract in
accordance with Article 6�1)(b) GDPR.

We store the data from the form in software provided by ClickUp., San Diego, California. More
information on their privacy policy can be found here:
https://help.clickup.com/hc/en-us/articles/6327673904663�Compliance-and-GDPR

We also send the information obtained from the form (name, cover letter, contact information)
to our communication tool provided by Slack Technologies Limited. You can learn more about
their privacy policy here: https://slack.com/intl/en-cz/trust/compliance/gdpr. All personal data
is stored exclusively in the EU.
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3. How long doWe keep information?

Your personal data is always used only for the time necessary to achieve the purpose for which
it was collected. If you contact Us to ask a specific question, We will only retain the data for the
time needed to answer the question. If our communication results in a contractual relationship,
We may process your personal data for the duration of that contract.

If you contact Us regarding a job offer, We will process your personal data on the basis of your
consent pursuant to Article 6�1)(a) GDPR. In this case, We will keep your data for a period of 3
years. If, within this period, We assess that you are a suitable candidate for any job offered by
Us, We may use the personal data you provided to contact you. Please note that you have the
right to withdraw your consent at any time by sending an email to info@dxheroes.io.

4. Who can access the obtained information?

We take great care to protect your personal data, which is completely safe with Us. We never
trade your personal data and only pass on personal data to third parties for the purposes
mentioned above to the extent necessary.

Your personal data will be provided to the processors mentioned below for the purpose of
improving our services and providing certain activities:

● The Rocket Science Group LLC, provider of Mailchimp. Although the company is
registered under the US law, We have entered into a data processing addendum that
contains standard contractual clauses. We have carefully considered and evaluated all
risks associated with this process.

● HubSpot, Inc. which provides Us a tool to manage your provided e-mails. We have
concluded this Data Processing Addendum.

● Our employees and persons directly or indirectly related to the Company or persons
forming a business group with the Company within the meaning of §71 et seq. of Act
No. 90/2012 Coll., on Business Corporations. This particularly refers to, but is not
limited to, people forming the holding group Apphold s.r.o. with our Company.

We process your personal data only within the European Union or the European Economic Area.
However, some of our partners may come from countries outside this scope. We always ensure
that your data is transferred to partners in these countries in accordance with data protection
legislation, so We only work with partners from countries providing an adequate level of
protection (as decided by the European Commission) or with partners that provide other
appropriate safeguards.

If you want to find out where your specific data is located, you can contact Us at any time at
info@dxheroes.io

https://legal.hubspot.com/dpa
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5. What rights do you have?

You have the following rights in relation to our processing of your personal data:

a) the right to access your personal data;

b) the right to rectification;

c) the right to erasure ("the right to be forgotten");

d) the right to restriction of data processing;

e) the right to data portability;

f) the right to object to data processing; and

g) the right to lodge a complaint in relation to the processing of personal data.

Your rights are explained below to give you a better idea of their content. You can exercise all
your rights by contacting Us at the following email address: info@dxheroes.io. You can lodge
a complaint with the supervisory authority, the Data Protection Authority (www.uoou.cz).

The right of access to personal data means that you can ask Us at any time to confirm (i)
whether personal data relating to you is being processed; and, if so, (ii) whether you have the
right to access the data and to know for what purpose, to what extent and to whom it is
disclosed; (iii) for how long We will process it; (iv) whether you have the right to rectification,
erasure, restriction of data processing or to object; (v) from which source We obtained your
personal data; and (vi) whether automated decision-making, including any profiling, is based
on processing your personal data.

The right to rectification means that you can ask Us to correct or complete your personal data
at any time if the data is inaccurate or incomplete.

The right to erasure means that We must erase your personal data if (i) it is no longer
necessary for the purposes for which it was collected or otherwise processed; (ii) processing
your data is unlawful; (iii) you object to your data being processed and there are no overriding
legitimate grounds for the processing; or (iv) We are required to do so by a legal obligation.

The right to restrict processing means that We must restrict the processing of your personal
data until any disputed issues relating to the processing of your personal data have been
resolved.

The right to data portability means that you have the right to obtain personal data relating to
you which you have provided to Us and which is processed by automated means and on the
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basis of consent or contract, in a structured, commonly used and machine-readable format,
and the right to a direct transfer of that personal data to another controller.

The right to object to data processing means that you can object to the processing of your
personal data that We process for the purposes of our legitimate interests, in particular for
direct marketing purposes. If you object to your data being processed for direct marketing
purposes, We will no longer do so.

This privacy policy is effective from 1 August 2022.



dxheroes.io
�420 608 555 937
info@dxheroes.io

USE OF COOKIES ON OUR SITE
1. What are cookies?
Cookies are small text files stored by a website on your computer or mobile device when you
start using the website. This way, the website remembers your preferences and the actions
you take (e.g. login details, language, font size, and other display preferences) over a period of
time, so you don't have to re-enter the data and move from one page to another.

2. Why doWe use cookies?
Our site, like almost all websites, uses cookies to provide the best user experience. Our cookies
specifically help Us to:

● Operate our website to the best of our ability;

● Continually improve our site;

● Make our site more efficient.

We do not use cookies to:

● Collect any sensitive data;

● Transfer personal data to third parties; or

● Receive a commission on sales.

You can find out more about all the cookies that We use below.

3. More about cookies

3.1. Cookies ensuring proper website functioning

We use some cookies to ensure that our website functions properly (for example, to help Us
store your account login details).
There is no way to prevent the use of these cookies except not using our website at all.

3.2. Third-party functions

Our site, like most websites, also contains third-party features. One example of these is the
Facebook Pixel, which serves for connecting your social network profile. If these cookies are
deactivated, the functions provided by these third parties are likely to be blocked.
Our website contains the following third-party cookies:
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3.2.1. Social network cookies

These cookies allow Us to link your social networking profile to your preferences.

We use:

Facebook Pixel (More information).

Twitter Pixel (More information).

LinkedIn Pixel (More information).

3.2.2. Visitor statistics cookies

We also use cookies to compile visitor statistics, e.g. to see how many people have visited our
site and which technology they used (for example whether they were running iOS or Windows;
this helps Us to identify room for improvement for particular technologies). Likewise, We may
track how much time they have spent on our site, which page they have viewed the most, etc.
This helps Us to continually improve our website. These programs, called "analytics," also
indicate how people got to our site (e.g. from the Google search engine) and whether they have
visited before. This enables Us to use our money to develop services for you instead of using it
for marketing expenses.

We use:

Albacross.com (More information).

Cookiebot (More information).

Google Ads (More information).

Google Analytics (More information).

HubSpot (More information).

Hotjar (More information).

LeadFeeder (More information).

Leady.cz (More information).

LinkedIn (More information).

Meta Platforms, Inc. (More information).

Sharethis (More information).

Smartlook (More information).

https://www.facebook.com/about/privacy
https://twitter.com/en/privacy
https://www.linkedin.com/legal/privacy-policy
https://albacross.com/privacy-policy/
https://www.cookiebot.com/en/privacy-policy/
https://support.google.com/adspolicy/answer/54817?hl=en
https://www.google.com/policies/privacy/
https://knowledge.hubspot.com/reports/what-cookies-does-hubspot-set-in-a-visitor-s-browser
https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information
https://www.leadfeeder.com/privacy/
https://leady.com/privacy/
https://www.linkedin.com/legal/privacy-policy
https://www.facebook.com/privacy/policy/?entry_point=data_policy_redirect&entry=0
https://sharethis.com/privacy/
https://help.smartlook.com/en/articles/3244452-privacy-policy
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Twitter Inc. (More information).

4. Managing cookie settings

To ensure your protection in accordance with EU law, there are some cookies We are not
allowed to use without your prior consent. That is why We divide the cookies We use into two
categories. The first category comprises cookies that are necessary for the site to function
properly or to perform the service you requested, and We may use them without your consent.
These cookies have been described previously in this document. Any other cookies belong in
the second category.

By setting your browser to store cookies, you consent to Us storing them in accordance with
the recommendations of the Data Protection Authority. However, you can disable or restrict the
storage of cookies at any time by setting your browser in accordance with the steps described
in section 5 of this Cookie Policy.

5. Deactivation or restriction of cookies

In most cases, you can disable cookies by adjusting your browser settings. If you do so,
however, you will likely limit the functionality of our website and many websites around the
world, as cookies are a standard part of most modern websites. While your concern about
“spyware” might be the reason for you disabling cookies, keep in mind that the same goal can
be achieved by installing anti-spyware software that automatically removes cookies that are
considered invasive.

Below We list links to cookie settings in the most commonly-used browsers:

● Google Chrome;
● Mozilla Firefox;
● Safari;
● Microsoft Edge.

https://twitter.com/en/privacy
https://support.google.com/chrome/answer/95647?co=GENIE.Platform%3DDesktop&hl=cs
https://support.mozilla.org/cs/kb/vymazani-cookies
https://support.apple.com/cs-cz/guide/safari/sfri11471/mac
https://support.microsoft.com/cs-cz/help/17442/windows-internet-explorer-delete-manage-cookies

