
Read the full report

As you can tell by our methodology in this report, 

we were interested in hearing from security 

leaders and practitioners themselves about how 

they bridge the gaps caused by the significant rise 

in the use of data across multiple environments. 



As these gaps increase, so does the risk posed by 

outdated, inadequate policies and solutions that 

may leave companies - and their customers’ data 

- exposed. In today’s cloud world, data security 

must be top-of-mind for security teams as they 

assess their overall security posture, and prioritize 

all risks to critical data as imperative tasks 

demanding resources, manpower, and the 

attention of business leaders.
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About this report

As data breaches are on the rise, getting a clear picture of where data lives and how it is stored, 

classified, and secured is an essential part of a company’s cloud security posture. We can all 

agree that protecting the organizational crown jewels is a top priority. However, the insights 

uncovered in this research report, such as identified gaps, legacy processes, and slow discovery 

time, that were uncovered in this report conducted by Eureka Security in conjunction with the YL 

Ventures’ Advisory Board, must serve as a wake-up call for data security leaders and 

practitioners. Leading CISOs in companies spanning various sizes and industries were asked 

straightforward questions covering the basic foundations of their data security practices. Over 

20% of CISOs polled classified more than 50% of their data as sensitive, and almost 40% of them 

reported that they have already experienced a data breach. 



Knowing this, do these security leaders feel that existing guardrails are enough to address the 

growing risk? Here’s a peek at the underlying context behind our questions, and the main 

insights we gleaned from the answers. For the complete report, along with in-depth analysis 

and recommendations, read the full report.

Q1 How do you classify data stores that 
contain sensitive data?

Why we asked

While visibility into the organizational data 

footprint is essential, it is only the first step. CISOs 

are responsible for orchestrating all data security-

related processes and policies, and in order to 

constantly maintain data security levels, they must 

have access to the proper tools. Classifying the 

data appropriately will ensure the smart use of 

resources and labor, reducing storage and backup 

costs. We wanted to understand if CISOs prioritize 

data classification and whether it is performed 

seamlessly and continuously in their companies.

What we learned

Attestation of the data owner (usually occurring only once a year or upon an audit), estimations, and 

assumptions are the main methods used; meaning that security teams employ guesswork rather than 

tangible facts to classify their data. Data classification is a critical component of posture management, and as 

CISOs navigate in the dark and employ manual solutions for classification, their organizational data security 

posture will be less accurate, with less visibility and increased overall risk.

How do you track data stores with sensitive data?
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How do you classify data store that contain sensitive data?

I don't know 6.1%

Privacy/design review during CI/CD 34.7%

Assume sensitive 34.7%

Automated scan of production data 34.7%

High level directives/guidelines 42.9%

Manual review of production data (sample) 44.9%

Attestation of data owner 57.1%

Why we asked

Access to sensitive data is frequently shared when 

driving research, product development, and 

critical business needs across various functions 

and teams within - and outside of - the modern-

day organization. As the volumes and pace of this 

data sharing increase, keeping track of who has 

access is becoming harder and harder. We wanted 

to understand what security best practices are 

used to detect and mitigate unauthorized access 

to sensitive data. Additionally, how well is this risk 

being addressed today?

Q2 How do you detect unauthorized 
access to sensitive data?
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What we learned

None of our respondents apply strict response policies 

to unauthorized access in place - the kind that block 

first and ask later, and 92% of respondents attested to 

using persistent access control groups. Over 63.3% 

create alerts to indicate unauthorized access - a 

reactive measure that results in alert fatigue and 

complacency. While 50% of the CISOs polled perform 

periodical reviews, they are manual and are not able to 

provide a real-time indication of unauthorized access. 



Finally, 25% of our pool stated that they are not aware 

of any unauthorized access or potential compromise 

of sensitive data within their organization, although 

these statements do not clarify the size or scope of 

their risks. Overall, we learned that companies 

approach unauthorized access to sensitive data using 

reactive processes rather than taking a proactive 

approach, leading to blind spots and increased risk.

Why we asked

A fundamental truth is that when everyone is responsible, no one is 

responsible. Privacy and security teams may each have a stake in 

enforcing their own policies, while the C-suite and business teams may 

not know who owns which responsibility and who is held accountable 

for measuring the success of implementation. We asked CISOs to tell us 

which team is responsible for policy compliance in order to ascertain 

what the common practice is.

Q3
How are data ownership and enforcement 
responsibilities distributed?

What we learned

While privacy guardrails are clearly defined, the 

responsibility for enforcing them is seldom clear-cut 

with more than three teams usually sharing this 

responsibility, or it is spread across various (security, 

privacy, compliance, DevOps, engineering, CTO, SRE) 

teams, making it hard to oversee and control. There is 

clearly no overarching ownership or expertise, which is 

often undertaken based on directives or embedded as 

low-level configurations. This is in comparison to one, 

singular evaluation and control plan encompassing the 

entirety of a company’s data security posture. 



We also found that in the case of a breach, CISOs spend 

an overwhelming amount of time searching for the 

appropriate data owner to provide information about 

access, how the data is stored and why. Only 50% of the 

CISOs we polled stated that they have an active plan to 

map and continuously update relevant data owners.

Who enforces privacy guardrails 
in your organization?
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Engineering teams  
including DevOps & SREs

About Eureka Security

Delivering cloud data security to companies is what 

Eureka Security is all about. If you store sensitive data 

in clouds such as AWS, Azure, GCP, and Snowflake, our 

Data Security Posture Management (DSPM) solution 

will help your security team understand where data is, 

the type of data it is, learn who and what can access it, 

and keep it continuously secure. Our SaaS platform is 

easy-to-deploy and can be spun up in minutes for 

actionability on day one. 


Visit us at eureka.security

About YL Ventures

YL Ventures funds and supports brilliant Israeli tech 

entrepreneurs from seed to lead. Based in Silicon 

Valley and Tel Aviv, YL Ventures manages over $800M 

and specializes in cybersecurity. YL Ventures 

accelerates the evolution of portfolio companies via 

strategic advice and US-based operational execution, 

leveraging a powerful network of CISOs and global 

industry leaders. The firm's track record includes 

investment in Israeli cybersecurity unicorns Axonius 

and Orca Security, as well as successful, high-profile 

acquisitions by major corporations including Palo Alto 

Networks, Microsoft, CA and Proofpoint.


Visit us at ylventures.com
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