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SSO and Provisioning Integration with Microsoft Azure AD

Introduction

This guide describes how to configure user provisioning and SSO for Calven in Azure AD.

SSO enables users to authenticate to the Calven mobile app and Calven web app using their organisational username and password. SSO also 
supports any required multi-factor authentication such as validation apps or codes.

Automated provisioning allows organisations to automatically create, update and remove Calven user accounts based on changes in the Azure 
Active Directory. Organisations can choose to provide only selected users with Calven accounts or provision all accounts from their organisation.

Groups can also be provisioned into Calven from an organisation’s Azure AD. Groups are used for teams and access control within Calven.

Supported protocols

Calven supports OpenID for SSO and SCIM 2.0 for automated provisioning.

Prerequisites

Ensure that you have the following before you start configuring Okta:

An Azure portal account with admin privileges.
A Calven account with admin privileges.

Procedure

Configuring Azure AD as the SSO provider for Calven

Login to the Calven back office web site as an administrative user
Navigate to Integrations - SSO Setup
Enter your Microsoft Azure AD domain (e.g. acme.com)
Click Authorise Calven
When prompted login as an Azure AD administrator for your organisation
Review the requested permissions and click to authorise Calven for your organisationAccept 
When returned to the Calven back office screen, check the Enabled Azure AD SSO checkbox
Click Save
Proceed to Configuring SCIM Provisioning with Azure AD

Configuring SCIM Provisioning with Azure AD

SCIM Provisioning automates the management of users in Calven based on their Azure AD account. Provisioned users will be kept updated as 
their details in Azure AD are updated. If their application assignment is removed or their user is removed from Azure AD then they will be de-
provisioned from Calven.

In the Calven Admin portal navigate to …
Note the  - You will need this in step 4 below.SCIM Provisioning URL
Click  and copy this value - You will need this in step 4 below. Once you navigate away from this screen Generate API Key Note: 
you cannot access the key value again. You can generate a new key at any time. Ensure that you update the value in Azure AD 
if you do generate a new key.

Open  in the Azure AD portal.Enterprise Applications
Locate the Calven app and click on it.
Select Provisioning in the left hand list
Click Get Started
Select  provisioning modeAutomatic
Enter the URL from step 1a into the  field. Enter the API Key from step 1b in the  field and click Tenant URL Secret Token Test 
Connection.
…

Assign People and Groups to Calven

Before a user can sign in to Calven, they need to be assigned the Application in Azure AD. Assigning the app to a user will also trigger user 
provisioning into Calven.

https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AllApps/menuId/
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In the Azure AD Admin Portal, go to the  section for the Calven enterprise app.Users and Groups
Click in the top toolbar+ Add user/group .
Click  on the left to open the search window.None selected
Select the users or groups you to which you want to assign the Calven app. Note that the app will not be assigned to members of nested 
groups.
Click Select.
Click Assign.

Provision Groups to Calven

Calven uses group objects to represent teams and for access control purposes. To provision selected groups to Calven:

In the Azure AD Admin portal , select  for the Calven enterprise app.provisioning
Click Add scoping filters.
Expand Mappings.
Click on Provision Azure Active Directory Groups.
Under Source Object Scope, click All records.
Click Add scoping filter.
Create match rules

e.g. displayName regex matches Calven_*
Give your filter a title and click Ok
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