
 
 
 

 
June 10, 2014 

 
Ms. Nakia Smith 
Consumer and Carrier Relations Officer 
Regulatory Authority  
Cumberland House, 1 Victoria Street 
Hamilton, HM 11  
 

Consumer Rights: Contracts 
 
Dear Ms. Smith: 
 
 QuoVadis provides the following response to the public consultation on Consumer Rights:  Contracts. 
 

Proposed Decision 2 
Question 2:  In the case of an Electronic Contract how can Service Providers and Consumers be 
sure that a Consumer’s agreement with the terms and conditions of that Contract is clear and 
unequivocal without the requirement of a signature? 

 
QuoVadis understands that your final reference to “without the requirement of a signature” means 
“without the requirement of a physical signature”.  The relevant Bermuda law is the Electronic 
Transactions Act 1999 which deals with the writing, delivery, signature, retention, and evidential weight 
of electronic records. 
  
In line with international norms, the Bermuda law defines an electronic signature as follows: 
 

"Electronic signature" means a signature in electronic form in, attached to, or logically 
associated with, information that is used by a signatory to indicate his adoption of the content 
of that information and meets the following requirements— 

(i)  it is uniquely linked to the signatory; 
(ii)  it is capable of identifying the signatory; 
(iii)  it is created using means that the signatory can maintain under his sole control; and 
(iv)  it is linked to the information to which it relates in such a manner that any subsequent 

alteration of the information is revealed; 
 
Recognizing the variations that occur in the frequency and value of signing transactions, the Bermuda 
law provides flexibility in the application of electronic signatures.  In summary, options range from the 
use of an accredited digital certificate (which provides automatic legal validity to the transaction) to 
“reliable methods” (where the conditions of the signing may need to be established as “appropriate for 
the purpose”). 
 

Signature 
11  (1) Where the signature of a person is required by law, that requirement is met by an 

electronic record if— 
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(a)  a method is used to identify that person and to indicate that the person intended to sign 
or otherwise adopt the information in the electronic record; and 

(b)  that method is as reliable as is appropriate for the purpose for which the electronic 
record was generated or communicated, in the light of all the circumstances, including 
any relevant agreement. 

(2)  An electronic record that meets the requirements of subsection (1)(a) and (b) shall not be 
denied legal effect, validity and enforceability solely on the ground that it— 

(a)  is not an electronic signature; or 
(b)  is not associated with an accredited certificate. 

(3)  Subsection (1) applies whether the requirement for a signature is in the form of an obligation or 
the law provides consequences for the absence of a signature. 

 
Given the wide scope allowed under the Bermuda law, QuoVadis recommends that the Regulatory 
Authority issue standards regarding acceptable conditions for electronic records and signatures in the 
context of Service Provider contracts. 
 
QuoVadis understands that Service Providers require Consumers to provide government-issued ID in 
order to open accounts, which are accompanied by an identifier (such as phone or account number) as 
well as a security credential (such as a PIN or password). 
 
QuoVadis recommends that Electronic Contracts take the form of a PDF that is first digitally signed using 
an accredited certificate issued to the Service Provider to protect the integrity of the record and to 
facilitate its retention by both the Service Provider and the Consumer. 
 
Numerous options exist for the subsequent Consumer signature, ranging from a server-based signature 
using a digital certificate issued to the Consumer, through to a simple “click agreement” supplemented 
by use of the account identifier and security credential. 
 
At a minimum, QuoVadis recommends that trusted time-stamps, which are server-based electronic 
signatures based on RFC 3161 provided by any Bermuda-accredited certification service provider, be 
applied at key steps of the Electronic Contract process to provide an independent confirmation of the 
time and date of the agreement as well as to protect the data integrity of the electronic record and the 
“intent to sign or otherwise adopt” the information therein. 
 
This PDF has been digitally signed and time stamped. 
 
Yours sincerely, 
 
 
 
Stephen R. Davidson 
QuoVadis Limited 
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