Privacy Solutions
for Life Sciences

We provide data privacy compliance services
and tools for life sciences companies.
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GDPR Privacy Regulatory services:

Compliance Services

Privacy Services

n Impact GDPR Policies

Our Expertise t (DPIA) and Processes

Understanding the GDPR and

Privacy Platform

building awareness are key for
a life science company starting
a GDPR compliance system.

iliomad’s unique expertise in data
privacy applied to medical research

allows to train management,

clinical operations and IT teams.
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Audit & Due diligence

The GDPR has impacts on
a number of legal documents.

This is particularly true in the life

sciences sector. iliomad helps
assess and review contracts
(sites, vendors) and regulatory

documents (main and local ICF).

Data Protection Impact
Assessments (DPIA) are
mandatory when health
data are being processed.
iliomad supports life
sciences companies with
this compliance obligation.
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Appointing a Data Protection
Officer is mandatory for some
organisations. iliomad can
act as an external DPO

and help build a GDPR
compliant system.

The GDPR requires any
company processing
sensitive data to document
this processing. iliomad
provides a set of policies
and processes allowing

to fulfill this commitment.
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Privacy

European
Local Regulations

In life sciences and in Europe
GDPR is not all. Local regulations
and sectorial laws also apply.

We help you understand this
complex framework and guide
you through it.

HIPAA,
PIPEDA & CSL

Privacy is now global and having
a holistic approach to it is
paramount. We help our clients
through gap analysis with
the main privacy regulations:

* UK GDPR

« US: HIPAA

* Canada: PIPEDA

* China: CSL

Artificial
Intelligence (Al)

Life sciences companies
developing Al algorithms are
facing important challenges from
a privacy perspective. We help
them understand the regulatory
landscape in order to facilitate
their go to market.

Cybersecurity

In order to have privacy, data
need to be protected. iliomad
provides cybersecurity services
such as pentesting, audit

and management crisis.
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Expertise

Drugs

We support
pharmaceutical companies
and biotechs conducting
clinical trials in Europe to
abide with European and
local privacy regulations.

Medical Device

We support Medical
device companies seeking
CE marking (lIb -11) with
privacy assessments

and regulatory services.

Al

We help health Al
companies assess the
impact of their algorithms
through conformity
assessments.

Data Warehouse

We help life sciences
companies obtain approval
from data authorities for
building data warehouses.
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The First Privacy Platform

RISK ANALYSIS

Privacy Services

RECORDS

DATA BREACH .
A unique platform:

Our Expertise

“My data privacy
programme”
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iliomad’s platform is tailor made

Privacy Platform

SUDBIIEJTEACT VENDOR for privacy professionals operating
in life sciences.
REQUEST ASSESSMENT
It encompasses features that
allow to bring into conformity
any processing activities, whatever

the domain: Al, clinical trial, data
warehouses.

DATA
PRIVACY
NEWSLETTERS

It also features exclusive data
guidance per country to help
privacy professionals during
their compliance journey.

DATA GUIDANCE

DATA
DATA FLOW REQUEST /

BREACH CENTER
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Privacy Solutions
for Life Sciences

64 Avenue Pierre Grenier
92100 Boulogne-Billancourt
France

contact@iliomad.fr
www.iliomad.fr

1ISO 9001:2015
BUREAU VERITAS

Certification
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