
Defending Against a Clever Russian 
Malware Campaign

Over the past couple months, starting November 2nd, we have been engaged in a cyber skirmish with 
attackers operating from Russian IP space. The back and forth has seen regular innovation on both 
sides. It’s been invigorating, if also challenging. We expected the skirmish to continue indefinitely but it 
appears our persistent successes have made our customers too expensive a target. We expect there 
will be other campaigns with other tools in the future but for now we wanted to celebrate a rare total 
route in the ongoing cyber war.

What Happened?

If you use Monarx, nothing! Any server protected by Monarx is free of this tool. Unfortunately, if you're not using 
Monarx, you are likely vulnerable to this attack. The heavily polymorphic nature of this tool, combined with some 
clever persistence techniques, go far beyond standard anti-malware capabilities. 

Cool, Cool, Cool — What Do I Do?  

The Russians?

We don’t know whether the attackers were Russian. They 
were coming from Russian IP space and were using a well-
designed tool during a months-long campaign. The tool is 
novel, crafted by a professional, and most likely part of the 
ongoing Russian cyber offense.

A Professionally Designed Weapon?

Unlike standard malware, the tool adheres to quality software 
engineering principles. Clean, straightforward, and easy to 
maintain despite the nontrivial complexities it was designed 
to handle. This was designed and custom crafted. 
Presumably intended to serve as a reusable platform for 
managing tactical execution and persistence, it certainly 
caused us a bit of a headache. The tool keeps track of every 
malware permutation it creates, where it dropped 
thatpermutation, along with the specific header keys 
necessary to utilize the permutation. Each automates the 
systematic (re)installation of many different typesof more 
generic malware as well as its further viral propagation.

Generic Malware?

Don’t reinvent the wheel. The tool’s innovation was in 
management and persistence. What it was persisting was 
only interesting in its variety. Primarily usedto drop 
polymorphic shells and mailers, we also saw it drop 
everything from adware to cryptominers. We’ve wondered if 
the oddities like adware and miners were intended to give us 
a false sense of success but ultimately, we don’t know why 
the payloads were so varied.


